UDP

» User Datagram Protocol (RFC 768)

- A wrapper protocol for IP to add port numbers

- 8 bytes

Source Port Destination Port

Length Checksum



Network Layer



Network Layer and IP

» Specific function - routing

» General functions:
- Addressing: |IP address
- Error control: rerouting, ICMP
- Flow control: ICMP
- QoS: TOS field and Differentiated Services

ICMP - Internet Control Message Protocol, TOS - Type of Service



INnternet Protocol (IP)

» Provides unreliable, connection-less service

» That is, packets may be:
- lost
- delivered out of order
- duplicated

- mutilated



P Design Goals

» Fields for source and destination IP addresses

» Means for error control:

- detection of packet header corruption (L2 does the heavy
lifting)

- limiting the lifespan of a packet
» Fragmentation

- carrying transport layer messages that are longer than what
L2 can support



|Pv4 Header

0 1 2 3
0123456789012 3456789012345¢6789 01
tetot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—tot ottt ottt ottt —F—F—F—+—+
|Version| IHL |Type of Service| Total Length |
tet—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ottt et ettt —F—t—F—F—F—+—+
Identification Flags| Fragment Offset
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ot ottt ettt ottt —F—F—F—+—+
Time to Live | Protocol Header Checksum
tetot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—tot ottt ottt ottt —F—F—F—+—+
Source Address
tet—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ottt ettt ettt —t—F—F—F—+—+
| Destination Address |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ettt ottt F—F—F—F—F—F—+—+
| Options Padding |
tetot—totot—t—t—t—tot—t—t—t—t—t—t—tot ottt ottt ottt —F—F—F—+—+

Source: RFC 791



http://www.rfc-editor.org/rfc/rfc791.txt

|Pv4 Header

Byte
Off
501011111l1|1111|111|2111|111|3111|111
Oy Version 'Hté:;:?er Type of Service (TOS) Total Length [
4 Identification IP Flags Fragment Offset
x DM
20
8 Time To Live (TTL) Protocol Header Checksum Bytes
IHL
12 Source Address (Internet
Header

Length)
16 Destination Address v

20 IP Option (variable length, optional, not common)
. 1 2 3
BitY%0 1 23456 7'89 ,12345% 7891234567829,
| Nibbie —— Byte —#}— word >
Version Protocol Fragment Offset IP Flags

Version of IP Protocol. 4 and
6 are valid. This diagram
represents version 4
structure only.

Header Length
e ——————

Number of 32-bit words in
TCP header, minimum value
of 5. Multiply by 4 to get byte
count.

IP Protocol ID. Including (but

not limited to):
1ICMP 17 UDP
2 IGMP 47 GRE
6 TCP 50 ESP
9 IGRP 51 AH

57 SKIP
88 EIGRP

89 OSPF
115 L2TP

Total Length

Total length of IP datagram,
or IP fragment if fragmented.
Measured in Bytes.

Image source: http://nmap.org/book/tcpip-ref.html

S —
Fragment offset from start of
IP datagram. Measured in 8
byte (2 words, 64 bits)
increments. If IP datagram is
fragmented, fragment size
(Total Length) must be a
multiple of 8 bytes.

Header Checksum

Checksum of entire IP
header

x 0x80 reserved (evil bit)

D 0x40 Do Not Fragment

M 0x20 More Fragments
follow

RFC 791

Please refer to RFC 791 for
the complete Internet
Protocol (IP) Specification.



http://nmap.org/book/tcpip-ref.html
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-ragmentation

» Problem:

- network layer needs to deliver a PDU” that is longer than what
the link layer permits

p Solutions:
- do nothing
- drop and inform (default behavior of IPv6)

- break the PDU to smaller units (fragments) and reassemble
them at the destination (default behavior of IPv4)

* PDU - protocol data unit, a fancy term for packet



Pv4 Fragmentation

0 1 2 3
0123456789012 3456789012345¢6789 01
tetot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—tot ottt ottt ottt —F—F—F—+—+
|Version| IHL |Type of Service| Total Length |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ettt ettt ettt —F—F—F—F—F—+—+
Identification Flags| Fragment Offset
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ettt ettt —F—F—F—F—F—+—+
Time to Live | Protocol Header Checksum
tetot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—tot ottt ottt ottt —F—F—F—+—+
Source Address
tet—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ottt ettt ettt —t—F—F—F—+—+
| Destination Address |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t ettt ottt F—F—F—F—F—F—+—+
| Options Padding |
tetot—totot—t—t—t—tot—t—t—t—t—t—t—tot ottt ottt ottt —F—F—F—+—+




Pv4 Fragmentation

S ST S S S ST T S ST ST ST S S ST ST ST WY SO S S WY S S s
| Identification |0 D M| Fragment Offset |
X SRR SRR DS Y MY RN UM VR R R SRR WG WS A R SR WS NS SN SRR WU S WS WY SRR U WS WS S S

» Identification (16 bits)

- identifies the original fragmented packet

» Fragment Offset (13 bits)

- specifies the location of the fragment in the packet

- only 13 most significant bits of the 16 bit value stored in
the field, the remaining must be O

» M (1 bit) - More Fragments
» D (1 bit) - Do Not Fragment



Fragmentation -

Packet length 4,500 bytes, MTU 2,500 bytes:

Fragment Total bytes Header bytes Data bytes "More fragments" flag Fragment offset (bytes)
1 2500 20 2480 1 0
2 2040 20 2020 0 310

Fragments above reaching a link with MTU 1,500 bytes:

Fragment Total bytes Header bytes Data bytes "More fragments" flag Fragment offset (bytes)

1 1500 20 1480 1 0

2 1020 20 1000 1 185
3 1500 20 1480 1 310
4 560 20 540 0 495

* Example shamelessly stolen from Wikipedia
(http://en.wikipedia.org/wiki/
|Pv4#Fragmentation and reassembly)



http://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly

