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How can cloud providers earn their customers’ trust when a third party
is processing sensitive data in a remote machine located in various
countries? Emerging technologies can help address the challenges of

trust in cloud computing.

loud computing provides many oppor-

tunities for enterprises by offering a

range of computing services. In today’s

competitive environment, the service
dynamism, elasticity, and choices offered by this
highly scalable technology are too attractive for
enterprises to ignore. These opportunities, how-
ever, don’t come without challenges.

Cloud computing has opened up a new fron-
tier of challenges by introducing a different type
of trust scenario. Today, the problem of trust-
ing cloud computing is a paramount concern
for most enterprises. It's not that the enterprises
don't trust the cloud providers’ intentions; rather,
they question cloud computing’s capabilities.

Yet the challenges of trusting cloud comput-
ing don'’t lie entirely in the technology itself. The
dearth of customer confidence also stems from
a lack of transparency, a loss of control over data
assets, and unclear security assurances.

Unfortunately, the adoption of cloud comput-
ing came before the appropriate technologies
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appeared to tackle the accompanying challenges
of trust. This gap between adoption and innova-
tion is so wide that cloud computing consum-
ers don’t fully trust this new way of computing.
To close this gap, we need to understand the
trust issues associated with cloud computing
from both a technology and business perspec-
tive. Then we’ll be able to determine which
emerging technologies could best address these
issues.

What Is Trust?
Broadly speaking, trust means an act of faith;
confidence and reliance in something that’s ex-
pected to behave or deliver as promised."? It’s a
belief in the competence and expertise of oth-
ers, such that you feel you can reasonably rely on
them to care for your valuable assets.®

We trust a system less if it gives us insufficient
information about its expertise. Mere claims
such as “secure cloud” or “trust me” don't help
much to boost the trust level of consumers
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unless sufficient information is presented with
the services.*

Control

Control is another important issue in trust. We
trust a system less when we don’t have much con-
trol over our assets.

For example, when we withdraw money from an
ATM, we trust that the machine will give us the
exact amount because it’s under our control—we
receive (“control”) the money. When we make a de-
posit using the same ATM, we usually don't have
the same level of trust because we're losing control
over our money—we don't know what happens
after the ATM consumes it. Similarly, the more
control consumers have over the data consigned to
a cloud, the more they’ll trust the system.

Ownership

We can also see a variation of trust, depending on
the ownership of data assets. Alice might trust an
online payment system when she pays with her
credit card, but she might have less trust in the
same system when using her client’s card, be-
cause preserving her client’s interest is one of her
business objectives.

Similarly, when enterprises consign their data
to cloud computing (data representing both their
own interests and those of their clients), it creates
two folds of a complex trust relationship. First,
the enterprise must trust the cloud provider. Sec-
ond, the enterprise must ascertain that its clients
have enough reason to trust the same provider.®

Prevention

Contractual relationships are often used to es-
tablish trust. In a typical business environment,
an organization is compensated if the service
isn’t delivered as expected. Cloud providers simi-
larly use service-level agreements (SLAs) to boost
consumers’ trust. Unfortunately, these might not
help in cloud computing,.

Trust in cloud computing is related more to
preventing a trust violation than to guarantee-
ing compensation should a violation occur. For
most enterprises, a security breach of data is
irreparable—no amount of money can guarantee
to restore the lost data or the enterprise’s repu-
tation. The cloud computing trust model thus
should focus more on preventing failure than on
post-failure compensation.

Security

Security plays a central role in preventing service
failures and cultivating trust in cloud comput-
ing. In particular, cloud service providers need
to secure the virtual environment, which enables
them to run services for multiple clients and offer
separate services for different clients.

In the context of virtualization, the key secu-
rity issues include identity management, data
leakage (caused by multiple tenants sharing phys-
ical resources), access control, virtual machine
(VM) protection, persistent client-data security,
and the prevention of cross-VM side-channel
attacks.

Vendors and research communities are work-
ing to address these cloud-specific security
concerns. For example, Intel’s SOA Expressway
claims to enforce persistent security on client
data by extending the perimeter of enterprises
into the cloud provider (so the enterprises re-
tain a certain amount of control over the com-
puting tasks and data consigned to cloud).® The
VMsafe API provides VM security protection at
the host level.” Its VMotion capabilities can dy-
namically move VMs between physical devices
as required.

To ensure integrity and authenticity, and to ad-
dress access control in a cloud-enabled system,
some have proposed using claim-based access
control, a security assertion markup language, a
security token service, and federated identity ap-
proaches.® Undoubtedly, these low-level security
concerns are important, but to understand the
issues related to consumer-level trust, we need to
take a closer look at cloud computing.

A Cloud Computing Example

Imagine a company called SoftCom that handles
thousands of healthcare-related digital images of
its clients. The images are sensitive and should
remain private and confidential. SoftCom decides
to use CloudX, a public cloud provider located
in Boston, for

® image processing—using SoftCom’s ImagePro
software on a remote application server,

e additional image-processing tasks (filtering
and searching) that ImagePro doesn’t support
but that CloudX’s iFilter and iSearch systems
can perform, and

e image archiving.
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Figure 1. A hybrid cloud computing architecture. SoftCom retains a private cloud for sensitive
research activities but employs a public cloud for other services.

Note that in a public cloud, an enterprise can
offload its computing tasks to the external cloud
provider. In a private cloud, the computing ser-
vices and resources remain within the perimeters
of the enterprise’s private network, so the enter-
prise retains control of the computing tasks.® A
hybrid cloud is a combination of private and pub-
lic computing.

In this example, SoftCom uses the hybrid model.
It retains a private cloud for sensitive research
activities to develop new image-processing and
data-mining algorithms. Yet it also uses CloudX
for other services.

At the CloudX site in Boston, ImagePro—
hosted on an application server running in a
Unix environment—processes images and stores
them temporarily on a disk (Disk 1). CloudX
then transmits the images to another cloud site
located in Rome for additional processing by
iFilter and iSearch. Next, it stores the images
on another temporary disk (Disk 2). CloudX
archives the processed images on Disks 3, 4,
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and S, physically located in Caohang, Shanghai.
Its cloud infrastructure division manages these
archives.

This scenario suggests that SoftCom con-
sumes three types of services (see Figure 1): plat-
form as a service (PaaS), software as a service
(SaaS), and infrastructure as a service (laaS).

In PaaS, consumers can build and deploy their
applications on the cloud provider’s platform as
needed. In this case, SoftCom uses CloudX’s ap-
plication server and Unix platforms (in Boston)
to deploy its ImagePro software.

In Saa$S, consumers use software services pro-
vided by cloud providers, such as email, pay-
roll processing, and invoice generation. In this
case, SoftCom uses CloudX’s iFilter and iSearch
systems.

[aaS provides SoftCom with computing power
and disk storage via CloudX’s virtual environ-
ments. SoftCom can access the virtual servers
and storage provisioned on CloudX’s physical
infrastructure.



The Challenges of Trust

Figure 1 illustrates how CloudX processes and
stores SoftCom’s images, transmitting them be-
tween various hardware and software devices
located in Boston, Rome, and Caohang. This
extensive sharing of computing resources from
multiple sites includes additional communication
links and involves several remote computing sites
in the chain of services.

These additional links require SoftCom to en-
trust its images to devices and systems located in
remote locations, managed by others, and regu-
lated by the laws of other countries (Italy and
China). Yet SoftCom doesn’t know whether the
security profiles of those sites are the same as at
the site in Boston or whether the regulatory com-
pliances such as the Health Insurance Portability
and Accountability Act (HIPAA) hold in all those
sites. Although CloudX provides SoftCom with a
comprehensive SLA, two major trust-related fac-
tors are a concern in this scenario.

Diminishing Control

SoftCom finds that the moment its images leave
its perimeter, it doesn’t have much control over
them or the processes that manipulate them. It
doesn’t know who can access the images—which
are stored on various disks in multiple locations
(Boston, Rome, and Caohang) and possibly man-
aged by third-party providers.

In cloud computing, this lack of control over
the data and processes triggers the risk of losing
data confidentiality, integrity, and availability.
Cloud computing virtually requires consumers
to relinquish control of running their applica-
tions and storing their data.

The degree of lost control over the data and
processes depends on the cloud service model.
For example, in laaS and Paa$, the provider usu-
ally has complete control of the server, storage
facility, and network. It’s the same with SaaS, but
the provider also controls the applications. En-
terprises retain only partial control of their data,’
which they often find quite alarming.

Lack of Transparency

The consumer’s perception is that a cloud is gen-

erally less secure than an in-house system,'” but

better transparency could help address this issue.
Data stored in a cloud provider’s devices isn't

located on a single machine in a single location

or country. Rather, the data is stored and pro-
cessed across the entire virtual layer. There are
two issues involved in transparency: one is the
physical location of the storage and processing
sites, and the other is the security profiles of
these sites.

In our example, SoftCom has lost visibility of
its applications and storage sites. It should know
where its images are processed and stored, be-
cause in some countries, the laws might not
support SoftCom should a data breach or loss
occur. In this highly fluid distributed environ-
ment, SoftCom needs to know how its images are
protected while being moved within the system
or across multiple sites owned by multiple inde-
pendent software vendors. It should also know
what data manipulation and access privileges
third-party employees have and if audit trails are
available.

Without transparency, SoftCom doesn’t know
if there’s any mismatch between its enterprise
security requirements and CloudX’s security as-
surances. SoftCom’s clients also need to know
where their images are processed and stored and
the security assurances of those sites. At the end
of day, SoftCom is accountable to its own clients
and thus must supply them with sufficient infor-
mation for trusting CloudX.

Addressing These Issues

To fully trust CloudX, SoftCom needs the
following assurances regarding its control of the
data:

e CloudX will notify SoftCom when an entity
accesses its images,

e CloudX and its other sites won't keep unau-
thorized copies of SoftCom images, and

e CloudX will destroy SoftCom’s residue (tem-
porary data, intermediate output, or data that’s
no longer needed) or outdated images at all the
sites that it manages.

SoftCom also needs three additional assurances:

e the software (such as iFilter or iSearch) pro-
cessing the SoftCom images must be reliable
and trustworthy (control of processes),

e SoftCom must know where the persistent
data storage resides and the processing occurs
(physical location), and
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Figure 2. Trust in cloud computing. The figure shows
issues related to diminishing control and transparency
and the technologies that can address such issues.

e CloudX must make its service-level security
properties transparent to SoftCom (security

profiles).

Although it might seem daunting for cloud pro-
viders to offer such assurances, it is both neces-
sary (if they hope to keep building a client base)
and possible as the field of security and privacy
evolves.

Emerging Technologies

Establishing trust in cloud computing will
undoubtedly require identity and data pri-
vacy through encryption. It will also require
data integrity, which security techniques such
as digital signatures and access control can
accomplish.

Additionally, advances in cryptography are ad-
dressing the issue of confidentiality. For example,
although this is still in the research stage, cloud
providers can now process encrypted data with-
out decrypting it. They can also use partial en-
cryption to prevent the cloud server from viewing
or deciphering partially encrypted data.

Although these could make the system more
secure, cultivating trust will require additional
capabilities coupled with existing security prac-
tices (see Figure 2).

Remote Access Control

Cloud clients need remote access control ca-
pabilities, which can give them more jurisdic-
tions over their data, regardless of the cloud
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provider’s physical locations. Also, automatic
tools with remote-tracking capabilities could
let cloud consumers monitor how much access
employees at the cloud service site have to their
data. The consumer could then enable and dis-
able data-manipulation commands at the re-
mote sites.

This might change consumers’ perception of
the cloud as less trustworthy than in-house sys-
tems. A remote access tool would give consum-
ers proactive control over their data at the remote
location and the ability to better specify and en-
force policies. When an employee at the cloud
provider site logs out, the consumer could set the
browser cache to automatically remove the con-
tents.'1? Clients could also receive access logs
and audit trails of all the cloud provider users and
employees.!?

Even when data is physically spread out and
stored in various remote locations and processed
by remote machines and software, the data owner
could retain control of these activities using an
approach similar to LongArm. The LongArm
software package lets users control remote devices
(see www.gdc4s.com/documents/LongArm.pdf).

Reflection

Transparency helps clients determine a priori
whether a cloud is trustworthy based on profiles
and security assurances associated with a service.
The reflection mechanisms of a cloud provider’s
security profile inform consumers about the
provider’s strengths and weaknesses and reveal
how their enterprise security policies would
be addressed. Enterprises can then determine
whether they need additional security to tackle
any vulnerabilities they see in the cloud.

This capability, coupled with an automatic
traceability facility, could help consumers de-
termine the physical locations of various nodes
in the cloud computing chain, so they'd know
where their data is processed and stored.

Certification
In cloud computing’s fluid and dynamic envi-
ronment, ensuring security compliance can be
difficult. The cloud is opaque, and the cloud pro-
viders can have differing security assurances.

To fully materialize a trusted cloud model,
an independent security certification author-
ity could certify cloud services in terms of their



security properties and capabilities. The certifi-
cate would act as a quality stamp, guaranteeing
secure services with a given degree of confidence.
It could ensure that the implementation of the
service security matched the published security
profiles. The certificate could work as a trust
model to boost consumers’ confidence in cloud
services.

Private Enclaves

Cloud computing providers could form a se-
curity enclave for their consumers, as is widely
practiced in the defense industry. An enclave is a
set of computing environments connected by one
or more networks that a single authority controls
using a common security policy.

Enclaves could provide a set of standard capa-
bilities, such as incident detection and response,
boundary defense, and monitoring. They could
be specific to an enterprise or to a set of similar
services that various enterprises consume.

At the same time, providers could also com-
partmentalize users’ data so that it’s not mixed
up with other users’ data. This would solve the
problem of cross-VM side-channel attacks.
Cloud providers should also prevent attackers
from creating a cloud cartography'* of the en-
clave by refusing to disclose the mapping of the
physical topology of the cloud computing for a
service or user. In an enclave, it’s easier to enforce
the enterprise’s security policy because you're
only dealing with the part of the cloud related to
the client data or processes, rather than the entire
cloud.

f course, there’s no blanket solution to

convince consumers that a cloud is fully

trustworthy. The importance of trust
varies from organization to organization, depend-
ing on the data’s value. Furthermore, the less trust
an enterprise has in the cloud provider, the more
it wants to control its data—even the technology.
However, it’s crucial that consumers and provid-
ers change their mindsets.

Trusting cloud computing might differ from
trusting other systems, but the goal remains the
same—improve business and remain competitive
by exploiting the benefits of a new technology.
Any new technology must gradually build its
reputation for good performance and security,

earning users’ trust over time. The security prob-
lems of some cloud providers—such as Google’s
widespread service outages in May 2009—have
prompted consumers to become more security-
aware than ever before. To regain consumers’
trust, cloud providers must offer better trans-
parency and more consumer control of data and
processes.
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