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EDITOR’S DESK

Don’t Get Left Behind

Cloud computing presents a lot of security issues but security
professionals need to accept the challenge. BY MARCIA SAVAGE

UNLESS YOU'VE BEEN living under a rock, you know that cloud computing is all the rage these
days. Cash-strapped businesses are eagerly looking to move IT operations and applications to
the cloud in order to cut costs. For enterprise security managers, this trend is nerve-wracking
to say the least. Already battered by constantly evolving Internet threats and compliance
demands, the last thing you want to do is lose control of your corporate data to a cloud
service provider.

But you better figure out a way to deal with this cloud phenomenon. As several industry
EDITOR'S DESK experts pointed out at the Cloud Security Alliance Congress 2010 in November, cloud com-
puting is a trend that’s here to stay.

More than one speaker at the conference

PERSPECTIVES described cloud computing as a train ride and More than one Speaker at

security professionals should make sure they aren’t the Cﬂnfere nce descrl bEd
left behind. Symantec Chairman John Thompson :
drew a particularly colorful analogy, comparing CIUUd Compu“ng as a
cloud computing to Mother Nature, against which tram r|de and secunty
it’s futile for IT professionals to fight. He and other .
speakers urged sicurity pros to en%brace the trend prOfeSSIOnals ShOUId
as an opportunity for improvement. make sure they aren’t
CAREERS What’s to embrace from a security perspective, I f b h d

though? Cloud computing raises all sorts of issues. ert behind.
Depending on the model, there’s a loss of control.
OATA ACT There’s the lack of visibility; some cloud providers are far from forthcoming about how they
protect data. How do you maintain compliance with regulatory requirements and industry
standards when working with a cloud provider?

And as Scott Charney, Microsoft’s corporate vice president for Trustworthy Computing,
pointed out in a conference keynote, while there are a lot of reasons to move to the cloud,
VENDOR MANAGEMENT aggregating data creates rich targets for bad guys. Breach investigations can become problem-
atic in multi-tenant environments, he noted. “Information aggregation will put pressure on
identity,” and the traditional user name and password method won’t cut it anymore, he added.
SPONSOR RESOURCES However, there is a lot of work underway to tackle cloud security issues. Born two years
ago, the nonprofit CSA is a broad coalition of security practitioners, industry experts, and
vendors. The group, which has more than 13,000 members, has published security guidance
on the critical areas of focus for cloud computing, a paper on top cloud computing threats,
and recently unveiled the CSA Governance, Risk Management and Compliance Stack. The
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http://www.cloudsecurityalliance.org/grcstack
http://www.cloudsecurityalliance.org/topthreats/csathreats.v1.0.pdf
http://www.cloudsecurityalliance.org/csaguide.pdf
http://www.cloudsecurityalliance.org/

GRC stack is a set of three free tools designed to help companies, cloud providers and others to
assess both private and public clouds against industry standards, best practices and compliance
requirements.

To be sure, moving IT operations and applications to Certamly, there! S 7 IOt

a cloud environment will require a shift in security

thinking. Some, like Thompson, say it will mean a transi- Of hard Wﬂrk ahead for
tion from focusing on securing devices and infrastruc- secu nty prOfe SS| on al S as

ture to an information-centric approach. Focusing on

protecting the truly sensitive data in an enterprise makes (0[] pames f[] rge ahead

sense as traditional network perimeters continue to .

crumble with mushrooming numbers of remote workers Into the ClOUd! bUt be

and smart phones. assured that there are
TABLE OF CONTENTS Certainly, there’s a lot of hard work ahead for security

professionals as companies forge ahead into the cloud, d IOt Of smart p80p|e
but be assured that there are a lot of smart people work- Wm‘kmg tO get ahead

ing to get ahead of the issues. There are tools and knowl- .
edge available that can help, and security pros should Of the ISSUES.
PERSPECTIVES take advantage of them.
Thompson told CSA Congress attendees not to fear the cloud; the security industry will adapt
and solutions will be found, he said. Speaking from 40 years of experience in the technology
SCAN industry and having seen a lot of changes, Thompson’s words carry weight.
Security is often criticized as reactive, but with cloud computing, security professionals have
a chance to be proactive. At the risk of overusing the phrase, don’t let the train pass you by.»

EDITOR'S DESK

SNAPSHOT

Marcia Savage is editor of Information Security. Send comments on this column to feedback@infosecuritymag.com.
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COMING IN

ENDPOINT
INTEGRITY

Endpoint integrity is an
important security control,
especially for organizations
with large and productive
on-the-go workforces.
Laptops, netbooks, tablets,
and smartphones seeking
access to centralized data and
applications are often out of
policy or even compromised.
Integrity checks can be used
to determine whether end-
points are non-compliant,
infected with malware, or
running risky applications.

In this Supercast, you'll learn
about the many endpoint
integrity enforcement options
at your disposal, from directory-
based group policies to network
access controls. Discover how
to select and deploy endpoint
integrity technologies, craft
policies, and quarantine problem
endpoints.

PRIORITIES 2011

Want to compare your strate-
gic initiatives and budget
plans with what your peers
are doing? Our annual
Priorities survey provides a
view into what’s ahead for
the security industry. More
than 600 readers participated
and shared their technology
and process priorities for
2011. This year, our survey
also looks at the changing
roles of security professionals
in the enteprise. You'll want
to know what your peers are
doing to protect corporate
assets and how enterprise
security jobs are evolving.

SCADA SECURITY

The Stuxnet Trojan put the
spotlight on critical infrastruc-
ture protection and the inher-
ent security vulnerabilities in
SCADA control systems. More
than ever, there is increased
attention on critical infra-
structure protection because
of state-sponsored espionage
and the emergence of the
advanced persistent threat
into the security lexicon.This
feature will look at critical
infrastructure protection in
context of the Stuxnet threat,
and examine the regulatory
and technology efforts being
undertaken to improve the
state of CIP security.

In every ISSWE: Information Security magazing is the insider's
publication for security professionals. In every issue, we tackle the trends
and technologies that most impact your day-to-day responsibilities. We
complement that coverage with opinion from our editors, the industry’s
leading practitioners and experts such as Bruce Schneier and Marcus

Ranum.
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PERSPECTIVES

Open Season on
Internet Privacy

In the 112th Congress, enterprises can expect a heavy
focus on Internet privacy issues on Capitol Hill.
BY JUDITH HARRIS, CHRISTOPHER CWALINA AND AMY MUSHAHWAR

WITH THE 0BAMA Administration’s reported “watchdog” plan for online privacy and U.S. Rep.
Joe Barton’s November statement that Internet privacy policies will be in the crosshairs in
the next Congress, privacy remains one of many bull’s eyes for the 2011-2012 policy agenda.
Adding to this renewed fervor toward privacy issues, the Department of Commerce and the
Federal Trade Commission are poised to release comprehensive reports regarding the
collection, use and security of personally identifiable information. Even the Federal Com-
munication Commission is getting into the mix with its public notice and hearing regard-
ing the regulation of cybersecurity and its recent probe into the information collected by
Google Street View.

So, here’s what enterprises will want to keep an eye on in Washington D.C. for the
upcoming year:

* Cybersecurity Legislation, which we expect to be along the lines of the pending bill pro-
posed by Senator Joseph Lieberman in the 111th Congress, S. 3480, that would address
both public and private sector cybersecurity;

* Do-Not-Track Registry for Web Activities, given the popularity of the National Do-Not-
Call Registry, this is a tangible concept for consumers no matter how difficult it would
be for industry to implement (and there have been recent statements by the FTC that
such a registry could be created unilaterally by the agency);

* Privacy by Design, given recent statements by FTC Commissioners that privacy by
design—or privacy contemplated in the R&D process—is paramount to staying ahead
of the technological curve (and is in line with efforts abroad);

* Greater Breach Notification Uniformity, in recognition of the angst that private industry is
feeling over the current patchwork of sector-specific federal breach notification laws and
breach laws in nearly all 50 states;

* Harm Standard, given FTC consumer protection chief David Vladeck’s numerous state-
ments that focusing solely on tangible harm—current protections against financial harm
(identity theft), physical harm (stalking) and intrusions (spam and malware)—leaves gaps
in the life cycle of online information collection, we expect the FTC to discuss whether
privacy protection should move from a harm-based standard to something closer to the
European individual right model;

« Sensitive Information, we expect a statement regarding the categories of personally iden-
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tifiable information that should not be collected at all (such as health data and sexual orientation)
in keeping with the FTC’s preliminary statement about this topic in its Behavioral Advertising
Guidelines;

* Customer PII Access and Correction Mechanisms, which F . d f " I .
would be in line with EU privacy law and some US laws; Inite detinitiona pomts

» Further Privacy Policy Simplification, given increasing (SUCh as the meaning Uf

frustration with some private sector privacy policies and

recent government efforts to address this issue, such as fl rSt'party CU"BC“ on or
forms creating standardized privacy policy models in the pe rsona | |y |de ntlfl able

financial sector;

« Behavioral Advertising, we expect continued discus- infﬂrmatiﬂn), juriSdiCtiﬂnal
sions regarding Internet advertising issues before ISSUE S and Whether any
)

Congress or the FTC and whether this activity is best )
addressed under regulatory mandates or voluntary self ~ [1BW QUIdanCE Wo U|d
regulatory principles; _ i

* Increased International Transhorder Data Flow Cooperation, apply tU Off .and Unllne
especially given the EU’s differing approach to transbor- data Wl” be |mp0rtant,
der transfers of data and the continued dialogue regard- he a\” |y d eb ated | ssues.

ing revisions to the U.S. Safe Harbor Program.

As we are all aware, the devil will be in the details as to how each of these issues will be
addressed. Finite definitional points (such as the meaning of first-party collection or person-
ally identifiable information), jurisdictional issues, and whether any new guidance would
apply to off- and online data will be important, heavily-debated issues. And with the Repub-
licans now in charge of the House of Representatives, there is still ample support for privacy
in principle. But, in the months ahead, we can expect a change in tone of the debate. Repub-
licans will be more suspect of any proposed government enforcement mechanism that has
the potential to stifle innovation.»

Judith L. Harris, Christopher G. Cwalina and Amy S. Mushahwar are attorneys in the Data Privacy, Security and
Management practice in the Washington D.C. law offices of Reed Smith LLP. Send comments on this column to
feedback@infosecuritymag.com.
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Check Point prevents
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| MALWARE

Experts Advocate New
Response to Customized Malware

Cybercriminals are targeting weak network configurations
and taking advantage of poorly deployed security software
with customized malware. BY ROBERT WESTERVELT

WHEN INVESTIGATORS at Trustwave’s SpiderLabs forensics team
responded to a breach at an international VoIP provider earlier
this year, the conditions they found at the provider’s data center
were appalling to say the least. Servers containing data on 80,000
customers were located in a run-down barn. To make matters
worse, the investigators had to endure the odor from about 20 farm
cats living among the equipment.
The third-party hosting service looked professional; its website
boasted of hundreds of customers and even included pictures of
a hardened data center. The VoIP provider was the target of cus-
tomized malware—a rootkit—which took advantage of the hosting service’s weaknesses.
The VoIP provider realized it had a problem only after customer complaints came pouring
in—months after the malware did what it was designed to do. The cybercriminals were
long gone, says Jibran Ilyas, a senior security consultant for Spiderlabs.

Customized malware is a growing problem, he says. Poor network configurations, shod-
dily deployed security software, and an over-reliance on traditional, signature-based
antivirus is resulting in some very costly data breaches, he says.

“We always tend to over-estimate the big environments; we think they’re going to be really
secure,” Ilyas says. “It’s only until we get there that we realize there’s a major gap between the
skill level of IT administrators and security folks who do the job.”

Ilyas says companies such as the VoIP provider have no chance against cybercriminals
wielding customized malware. For example, typically ports are open to enable outsourced
IT operations to gain remote access to the network. “If those ports are open for integrators,
they’re also open for the hackers,” he says.

Companies that fail to properly evaluate their outsourced operations are also likely relying
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on poor or even misconfigured security software to protect their network. In addition to key-
stroke loggers and network sniffers, malware with memory parsing capabilities are almost no
match for antivirus software, says Greg Hoglund, a malware expert and founder of HBGary.

He has been railing against the effectiveness of antivirus, warning that many companies rely
too much on traditional signature-based approach to detecting and eradicating malware.

“Most organizations in the commercial space rely entirely on their AV vendor to do all of the
end-node security for the network,” Hoglund says. “This model doesn’t work very well because
the AV vendor has no idea about the threats targeting an individual site.”

Hogland says organizations need to improve incident response procedures. Many organiza-
tions eliminate the malware and reimage an infected machine. Hoglund says incident responders
need to conduct a basic level of forensics, examining the company logs and DNS records. Look-
ing at the malware’s characteristics could reveal information used to detect other infections on
the network. Malware fingerprinting and attribution techniques are going to be needed because
traditional signature-based methods can’t keep up, he says.

Paul Laudanski, who headed more than a hundred
volunteers who investigated spam and phishing attacks
and malware for his website CastleCops.com, couldn’t
agree more. For several years, Laudanski and his wife
Robin made headway capturing IP addresses and foiling
cybercriminal operations. Fed up with unrelenting denial-
of-service attacks against his site and strapped financially,
they shuttered the operation at the end of 2008.

“Malware is always going to be a big component,”
says Laudanski, who now works for antivirus vendor
ESET. “The fundamental attacks continue because hackers
are always going to look for vulnerabilities they can
exploit, but we’re also seeing more targeted attacks cause
problems.”

Some experts are also identifying a shift in the way
cybercriminals are conducting their operations. James
Lyne, a senior technologist at UK-based security vendor
Sophos, says cybercriminals are moving from randomly stealing credit card numbers and per-
sonal information to far more structured, organized criminal activity. Sophos engineers were
detecting 5,000 pieces of malicious code a day at the end of 2009, Lyne says. Today on average,
the same engineers are looking at more than 60,000 malware samples a day.

“The bad guys are creating forums, they’re providing support services and even have
development teams to create targeted malware designed to penetrate networks and remain
undetectable,” Lyne says. “You've got to be secure on all fronts, not just with your security
technology if you expect to keep your systems safe.”»

Robert Westervelt is news director of the Security Media Group at Techlarget. Send comments on this article to
feedback@infosecuritymag.com.
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Bu g Bou nty Bandwago n by Information Security staff

When Barracuda Networks launched its bug bounty program in November, it joined
a growing number of companies offering rewards to researchers who uncover security
flaws. Barracuda, a maker of antispam, antivirus, firewall and Web filtering appli-
ances, is offering between $500 and $3,133.70 to bug hunters who find serious
vulnerabilities in its products. Other vendors offering similar programs include:

Google: The search giant launched its bug bounty program earlier this year to reward security researchers
who reported Chrome browser flaws. Google has said it would reward as much as $3,133.70 for significant
flaw finds. The number refers to “eleet,” sometimes identified as 31337, an alternative alphabet used by
coders on the Internet. In November, Google extended the program by adding rewards to researchers who
find serious Web application flaws in its Web properties Blogger, Orkut, and YouTube.

TABLE OF CONTENTS

EDITOR'S DESK

Mozilla: The maker of the Firefox browser and other programs launched its Security Bug Bounty Program
in 2004, funded by Linux distributor Linspire (now owned by Xandros) and Mark Shuttleworth, founder of
the Ubuntu Project. Researchers who report of valid, critical security bugs receive a $3,000 cash reward
and a Mozilla T-shirt. In July, Mozilla increased the maximum cash reward from $500.

PERSPECTIVES

SCAN
TippingPoint: Launched five years ago, Tipping Point’s Zero-Day Initiative (ZDI) buys vulnerabilities from

researchers, offering various levels of payment depending on the severity of the exposed flaw, the value of
SNAPSHOT the vulnerable product, and other criteria. The company provides an IPS signature to protect its customers
from the vulnerability and sends a report to the affected vendor. TippingPoint, which is owned by Hewlett-
Packard, announced in August that ZDI would begin enforcing a six-month deadline on vulnerabilities that

GAREERS it submits to vendors.

VeriSign: iDefense launched its reward program for software flaws way back in 2002, and VeriSign kept
up the program when it bought the company in 2005. The iDefense Labs Vulnerability Contribution Program
claims to pay more for high-quality research than anyone.

DATA ACT
DISASTER RECOVERY
VENDOR MANAGEMENT

Don’t fight Mother Nature. It’s inevitable that appli-
SPONSOR RESOURCES cations will move to the cloud, it’s just a matter of

which ones. Embrace the change and manage the
change in a way that’s effective for your business.

~SYMANTEC CHAIRMAN JOHN THOMPSON
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Protect Your Customers’
Confidential Data

If you are looking for a complete data loss prevention (DLP) solution (network,
endpoint, and discovery) with a scalable architecture that is fast-to-deploy and
easy-to-manage, then you need consider Code Green Networks TrueDLP®. Unlike
other complex data loss prevention solutions (McAfee, RSA, Symantec, Websense),
Code Green Networks enables organizations to cost effectively solve their data
leakage problems in days not months.

Key Benefits of Code Green Networks TrueDLP Data Loss Prevention Solution

Fast-to-deploy and easy-to-manage

Complete DLP (network, endpoint, and discovery) without the complexity

Ensure regulatory compliance by automatically encrypting sensitive data (HIPAA, PCl, etc)
Lowest total cost of ownership (TCO) and no dedicated resources required

Detects sensitive content, monitors network use, and enforces policies to ensure protection
Complete visibility into file and device activity on endpoints

Approximately 1/3 the cost of the more traditional DLP providers

“Overall, we were impressed with the scalable and flexible performance of the
tool and the all-inclusive nature of the [dlp] solution.” SC Magazine, May 2010

SEE A DEMO
www.codegreennetworks.com/demo

Copyright © 2010 Code Green Networks. All rights reserved. Code Green Networks and TrueDLP are registered trademarks of Code Green Networks.
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Invest in Yourself

Choose wisely when pursuing industry certifications and
advanced degrees to gain the best competitive advantage.
BY LEE KUSHNER AND MIKE MURRAY

INFORMATION SECURITY PROFESSIONALS have been conditioned to invest in their careers.
Whether through traditional methods such as security certification courses or advanced
degrees, you have expectations that by achieving these credentials, you will accelerate your
career. By investing in yourself, you're on the right track; any investment that helps develop
skills, expand knowledge and provide additional education is a good one. However, the expec-
tation that a single common career investment will provide you a competitive advantage over
others is unrealistic.

The CISSP certification is a prime example of Annu a"y allocate and

PERSPECTIVES this. When the information security industry was in

its formative years, Certified Information Systems b u d g et tl me an d mon ey
Security Professionals (CISSPs), were rare. Holding : :

SCAN the CISSP certification provided a much greater to Invest in your career.
advantage over peers who did not. Employers

placed a higher value on this designation, and rewarded professionals with advanced com-

TABLE OF CONTENTS

EDITOR'S DESK

SUAPSHOT pensation and accelerated career paths. Today, the CISSP is much more commonplace and
does not serve as the talent differentiator it once did; (ISC)? which governs the CISSP,
CAREERS reports on its website there are more than 60,000 certified professionals worldwide.
Instead, CISSP certification training has become more of a requirement and the absence
of this particular career investment could negatively separate you from peers.
DATA ACT When determining a career investment strategy,
Lee Kushner's and Mike Murray's blog can be found at it is paramount to refer to your career plan and
www.infosecleaders.com where they answer your career map your investments toward your intended result.
ISASTER REGOVERY questions every Tuesday, or you can contact them via Annually allocate and budget time and money to
email. invest in your career. This should be akin to con-
Lee Kushner is the president of LJ Kushner and tributing to your 401K or insurance programs.
VENDOR MANAGEMENT Associates, an information security recruitment firm, Considering that your professional skills are the keys
and co-founder of InfoSecLeaders.com, an information to generating current and future income, allocating
SPONSOR RESOURGES security career content website. money for your professional development provides

Mike Murray has spent his entire career in infor-
mation security and currently leads the delivery arm of
MAD Security. He is co-founder of InfoSecLeaders.com,
where he writes and talks about the skills and sirategies
for building a long-term career in information security.
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you with better control over your future than any
other investment that you can make.

Next, you need to figure out the best way to
achieve maximum value for your investments; these
costs vary greatly and can come in the form of a
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weeklong training course, a personal coach, or a conference to help you address a deficient skill.
These environments generally will enable you to pinpoint specific needs and give you the oppor-
tunity to address them in a condensed time frame, under guidance from a recognized authority.
Some examples are management seminars, sales training, or time management courses. Although
these may be viewed as minor investments of time and money, they can provide a significant
impact on your long-term professional development.

Another key component of a career investment strategy is the branding associated with the
career investment. Considering the achievement will be on your resume and discussed during an
interview or promotion process, you should feel comfortable with the external image it enforces
and impression it portrays to others. One of the best examples of this could pertain to the per-
ceived quality of an advanced degree, such as an MBA. The fact is: You can receive an MBA from
many different schools, but top-tiered MBA programs carry a better brand than MBAs from dis-
tance-learning programs. If your career goal is to become a CISO of a Fortune 500 firm, chances
are that someone on the interview team will hold an MBA from a top-rated school. By carrying a
similar brand into the interview process, you should give yourself a competitive advantage over
others vying for the same role. In addition, if you have an

MBA from a school that is not viewed upon favorably, AS sp Cunty prOfeSSIon al S

the career investment could have an opposite effect,

and could possibly eliminate you from consideration. W0 rkl ng |n dlve I'Se en\”'
Probably one of the most overlooked factors in ronme ntS, de almg W|th

selecting a career investment is the value of knowledge

and personal growth. Generally speaking, if you select gIUbaI |SSU es and m UItI-
to pursue a career investment for personal satisfaction, cu Itu ral Wo rkfo rces g a | n-
’

you are able to do so at your direction and without

advanced expectation. Making yourself smarter, more | n g a b r[]ad er un d erstan d-

effective and more complete has benefits in the work-

place and beyond. As security professionals working in mg Uf rEIB\Iant tUp'CS that
diverse environments, dealing with global issues and have 2 persunal interest

multicultural workforces, gaining a broader understand-

ing of relevant topics that have a personal interest can can on Iy be helprI

only be helpful. Although nothing is for certain, if you

decide to let this principle guide the direction of some of your career investments, you may be
pleasantly surprised by the future impact it may have on your career development.

As the information security profession continues to mature and competition for information
security leadership roles increases, it will become more important for information security pros
to differentiate themselves from their peers. Developing a consistent pattern of logical career
investments is one of the better ways to accomplish this. Information security professionals
who are able to effectively map their personal career investments to their long-term career goals
should have a much better chance of achieving them.»

Send comments on this column to feedback@infosecuritymag.com.
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THERE ARE CURRENTLY more than 40 different state and territorial laws that require organi-
zations entrusted with personally identifiable information to notify individuals when
their information has been exposed to unauthorized parties. These laws range from those
only requiring notification to those that mandate full security programs designed to pre-
vent breaches in the first place. They define personally identifiable information differently,
require different notification processes and force organizations to deal not only with the
SPONSOR RESOURGES victims of the breach, but also the attorneys general of all the states where victims reside.
The complexity and cost of notification, let alone the difficulty of ensuring compliance
with security program requirements, is daunting.

Still, breaches that lead to identity theft happen regularly and people expect organizations
to be held accountable for the security of their personal information. Politicians have heard
the public outcry and have recognized that there is a need for more uniform protection of
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personal data and more manageable and predictable notification processes. Consequently, every
year there seem to be a handful of new proposed federal laws to address the growing problem of
sloppy handling of personal information and breaches.

At the end of 2009, the U.S. House of Representatives passed the Data Accountability and
Trust Act of 2009 (DATA). If passed by the Senate and signed into law, DATA would supersede
existing state laws and thereby eliminate the complex

array of notification procedures and the myriad protec- If passed by the Sen ate

tion mechanisms required by the states. The proposed

law would also provide a universal definition of person- and Slgned into |aW, DATA
ally identifiable information, appoint the Federal Trade wou | d Su p erse d pe X| St| ng

Commission to specify regulations and enforce compli-

ance, and require organizations to implement formal state laws and therEby
security programs to prevent unauthorized access to ellmlnate the Complex

personally identifiable information. Compared to other

data protection legislative efforts, DATA’s passage in the array [)f n0t|f|cat|0n pro-
House makes it the only bill to gather the necessary

support in either chamber. Its impact is potentially C ed Ures an d th € myrl ad
far reaching, and organizations should understand | rotection mec h anisms

how it might affect them. .
ot mightatiect fhe required by the states.
PERSONAL INFORMATION DEFINED

At the heart of DATA, or any data protection law, is the definition of personally identifiable
information. The definition is critical because it not only spells out what types of information
need to be protected, but also helps organizations strip out elements of data sets to avoid having
to protect them. This practice, known as scrubbing, is commonly used to protect credit card
numbers and Social Security numbers by masking all but the last four digits.

DATA defines personal information as an individual’s first name or initial and last name, or
address, or phone number, in combination with any one or more of the following data elements
for that person:

* Social Security number;

* Driver’s license number, passport number, military identification number, or other similar

number issued on a government document used to verify identity;

+ Financial account number, or credit or debit card number, and any required security code,

access code, or password that is necessary to permit access to an individual’s financial
account.

This definition is similar to most state breach laws with some notable differences: It does not
consider a financial account number alone (without a PIN or password) sensitive. In addition,
unlike another proposed federal law—S. 1490, the Personal Data Privacy and Security Act—
DATA makes no mention of mother’s maiden name as sensitive (even though it is often used to
authenticate an individual’s identity).

The law would provide room for the FTC to modify the definition of personal information
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as necessary to accomplish the goals of the act as long as these changes do not unreasonably
impede interstate commerce.

APPLICATION AND ENFORCEMENT
As proposed, DATA will be regulated and enforced by the FTC. Consequently, the legislation

applies only to those entities over which the FTC has jurisdiction. Even though DATA states that
it applies to persons, partnerships, or corporations engaged in interstate commerce, it does not
apply to all organizations. One of the most significant

repercussions of the appointment of the FTC is the limit nifio
of the legislation’s jurisdiction; the FTC does not regu- One Of the mOSt Slgn Ifl

late banks, savings and loans, or common carrierssuch ~ CANt reperc ussions Uf the
as airlines and railroads. appﬂlntment Of the FTC

However, the FTC is not the only enforcer of the law.

DATA also carves out room for state attorneys general |S the ||m|t (]f the |eg|3| a-
to take action against violators. They are empowered to SN PR EN TRT A
enjoin further violation, compel compliance, or obtain tlon S JurISdICtlon ) the

civil penalties. In other words, state attorneys general FTC doe S not reg U |ate

have about the same power they have under the current

state laws. The FTC or U.S. Attorney General, though, ba n kS! Sa\” n gS d nd |OanS’
could intervene and limit state prosecution while federal g common ca rn ers su Ch

actions are pending. - .
penaing as airlines and railroads.
PREVENTATIVE CONTROLS

One of the ways DATA distinguishes itself from state laws that simply deal with breach notification
is that it requires organizations to implement a security program designed to prevent compromise
of the information. Organizations need to:
+ Appoint a person as a point of contact who is responsible for overseeing the program;
+ Document a security policy for the collection, use, sale, dissemination, and maintenance
of personal information;
+ Establish contracts with third parties with access to the information to establish controls
meeting the requirements of the act;
+ Establish a process to identify risks and vulnerabilities and implement administrative and
technical controls to mitigate the risk of compromise of the information;
* Define and implement a process for securely disposing of both digital and paper records
including personal information.

The security controls required by DATA are similar to those required by state regulations such
as Massachusetts 201 CMR 17; they include a risk assessment, a vulnerability assessment, testing,
remediation, and secure destruction and disposal of personal information. One notable exception
is that DATA only requires organizations to establish contracts with third parties to protect personal
information; it does not require definition of the policy and procedure for vetting the security prac-
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A MAJOR DIFFERENCE between state

laws and DATA is the set of special

requirements for information brokers. DATA

requires information brokers to implement

additional controls and program elements to

those required by data owners. This provision is

likely an attempt to avoid another breach like the one

involving Choice Point in 2005 by making data brokers

accountable to the information they collect and sell.
The legislation defines information brokers as a

commercial entity whose business is to collect, assem-

ble, or maintain personal information concerning indi-

viduals who are not current or former customers.

Information brokers collect such data in order to sell

it or provide third party access to it for a fee; they

may either collect information themselves or contract

others to collect and maintain the information. The def-

inition specifically excludes entities that maintain

TABLE OF CONTENTS

EDITOR'S DESK

PERSPECTIVES
information about employees, customers, or former
customers.

SCAN Under DATA, information brokers must establish
“reasonable procedures” to assure the accuracy of per-
sonal information they collect, assemble, or maintain.

SUAPSHOT In addition to striving to maintain accuracy, they must
support a program to respond to individuals’ written

CAREERS requests to provide information assembled about them
once per year. These responses must be provided at no
DATA ACT

Information Brokers in the Grosshairs

Companies that collect personal data face extra requirements under DATA.

cost to the individual and the method for
submitting requests must be conspicu-
ously advertised on the organization’s
website. Individuals must also be able to
use this method for expressing a prefer-
ence as to how their information might be
used for marketing purposes.

If someone finds inaccuracies, the information bro-
ker must provide a mechanism for the individual to
request changes to correct the inaccuracies. If the bro-
ker is not the source of the information (e.g., the data
was harvested from public records), the brokers must
provide the person the source of the information and a
method for correcting the inaccuracy at the source
organization. The individual may provide proof that the
public record has been corrected and require the infor-
mation broker to correct its version of the information.
Someone may also require a broker to mark the infor-
mation as disputed if it hasn’t been corrected.

As proposed by DATA, when an information broker has
a breach, it must follow the same reporting procedures as
other businesses. However, these organizations must also
submit the policies governing their personal data protec-
tion program to the FTC as part of the notification and
may be required to undergo an FTC security audit. The
FTC has the right to request an information broker’s pol-
icy at any time.»

—RICHARD E. MACKEY, JR.

tices of these organizations. Some state and federal regulations, most notably 201 CMR 17 and

DISASTER RECOVERY HIPAA, provide more in-depth requirements for dealing with business associates and service
providers. This may be an area that the FTC will spell out more clearly if DATA becomes law.

The legislation also does not provide requirements for where encryption is required. State
laws and regulations from Massachusetts and Nevada require encryption of personal information
when it is transmitted over public networks or stored on removable devices. This may also be

an area eventually addressed by FTC regulations or guidance.

VENDOR MANAGEMENT

SPONSOR RESOURCES

BREACH NOTIFICATION RULES

Any organization that has gone through the process of breach notification according to multiple
state laws would likely welcome the single set of rules that would come from a federal law.
DATA defines “breach of security” as the unauthorized access to or acquisition of data in
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electronic form containing personal information. However, the legislation allows the data owner
to avoid the process of notification if the data owner determines that there is a no reasonable
risk of identity theft, fraud, or unlawful activity. While this is a rather broad statement, it means,
at a minimum, that information that was encrypted and exposed to unauthorized parties would
not be considered breached.

In the event of a breach, DATA requires data owners to notify the FTC and directly notify
each individual throughout the U.S. whose data has been exposed. This notification must take
place within 60 days of discovery of the breach.

The data owner may send notice in writing or electronically. However, electronic notification
is only acceptable if the individual has consented to receiving official communications in that
manner. In cases where the data owner does not have complete contact information for all indi-
viduals, the data owner may use email to the full extent possible, publish a notice on its website,
and issue notification in print and broadcast media for areas where the victims reside.

The notification must include a description of the information breached and a toll-free number
to inquire about the breach. The letter must also include
an offer to receive free quarterly credit reports for two

years or a credit monitoring service. The individual must The ACt sets the maXImum
also be given toll-free numbers for credit reporting agen- C|V|| penalty for V|0| atmn S

cies and contact information for the FTC to learn about

identity theft of each type to $5 million,
making it possible for a
PENALTIES

DATA sets out steep penalties for violations, which come Smgle Orgamzatlon to pay

in two types: failure to comply with security program up {o $10 m|"|0n f(]r a
requirements, and failure to follow the breach notifica-

tion rules, combination of security
The two types of penalties are calculated differently. program and no“ﬂc atmn

The amount for security program penalties is based on . .

the number of days the organization is found to be non- leatlons

compliant multiplied by a maximum of $11,000 per day.

Notification penalties are calculated by multiplying the number of violations—individuals they
failed to notify—by an $11,000 maximum. Each failure to send notification is considered a sep-
arate violation. The Act sets the maximum civil penalty for violations of each type to $5 million,
making it possible for a single organization to pay up to $10 million for a combination of secu-
rity program and notification violations.

LOOKING AHEAD

The biggest difference between existing state laws and the proposed federal laws (both DATA and
other similar bills) is the inclusion of special requirements for information brokers (see p. 25). This
special treatment will not be taken well by the large organizations in the information broker busi-
ness as it increases cost substantially.

It will be interesting to see how information brokers and businesses in general react to these
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bills as they are debated in the Senate. Maplight.org, a nonprofit, nonpartisan research organiza-
tion that tracks money and influence in the U. S. Congress, shows that the backers of the bill
receive campaign contributions from finance companies and credit agencies. This makes sense
as both these groups would benefit from stronger identity controls. Maplight.org shows no
money associated with opposition to the bill-at least not as yet.

DATA clearly has benefits for the general population and, whether they want to admit it or
not, businesses that will need to notify people when breaches occur. The overall approach of
ensuring that organizations formally protect information, implement sound technical controls
that include risk assessment and treatment, and follow a uniform set of notification and support
procedures promises to reduce the incidence of identity compromise and create incentives to
improve overall security.»

Richard E. Mackey, Jr. is vice president of consulting at SystemExperts, an information security-services firm. Send
comments on this article to feedback@infosecuritymag.com.
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Safe
Recover

Security must be included in
disaster recovery planning to
R epsure sensitive data is protected.

BY MARCIA SAVAGE

EDITOR'S DESK

PERSPECTIVES IN A DISASTER, all focus is—naturally—on getting
critical business processes back up and running.
Whether the disaster is natural or manmade, it’s
SCAN all about recovering business operations as fast
as possible, getting employees back to work, and
avoiding costly downtime.

In this scenario, information security is often
far down on the list of considerations, experts
CAREERS say. But companies that overlook data protection
provisions in their disaster recovery/business
continuity plans risk winding up with a double
OATA ACT whammy: a security breach on top of a recovery
situation. Imagine having to issue breach notifi-
cation letters in the midst of recovering from a
hurricane or other disaster. After all, compliance
requirements aren’t lifted in an emergency.

“You need to get folks access to the data if
they need it, but you also need to prevent unau-
thorized access,” says Ed Moyle, a manager with
SPONSOR RESOURGES CTG’s information security solutions practice and
a founding partner of consultancy SecurityCurve.
“That’s where a lot of organizations fall down.”

Disaster recovery/business continuity plans
must ensure that an organization’s information
security policies are maintained in a recovery
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situation, security practitioners and others say. That means making sure the recovery site has
proper security, including updated antivirus and firewall protection. It also means conducting
proper due diligence of any disaster recovery provider and taking proper precautions in a shared
recovery facility. Transmission of data for backup purposes must also be secured.

“What you’re doing to secure a disaster recovery site has to be every bit as good as what you're
doing in your primary site,” says Brian Engle, director of information security at Temple-Inland,
a manufacturing firm based in Austin, Texas. “If you end up in a disaster recovery situation, it
could be long term, maybe six months...Can you be comfortable with the decisions you make
in choosing the facilities and the protections for that length of time?”

SECURITY LEFT OUT

Organizations often don’t think about how the security controls they have during routine operation
might fare in the event of downtime, Moyle says.

“For example, if you have a security program built around the idea of keeping physical access
to things like servers locked down, you may not be able to enforce that to the same degree in an
emergency scenario as you could during normal business,”

he says. “You want to make sure security controls continue Se cu rlty tea ms h ave

to function during a downtime scenario.”

Some companies assign disaster recovery planning InSIthS Int(] h[]W data
responsibilities to their security groups, but others focus  ;
on databases, servers and networks rather than security IS prOtECtEd and hOW
reviews in their planning, says William Hughes, director, gqCCESS W0 rkS They
consulting services BC/DR Center of Excellence at Sun- nee d to b B |n C|U d B d )
Gard Availability Services. “They’re not as involved as .
they should be)” he says of security teams. —-RANDALL GAMBY, enterprise security architect for a

Organizations typically consider disaster recovery a Fortune 00 insurance and finance company
business problem and often leave security out because
they view security as an IT function that puts up barriers to business, says Randall Gamby, an
enterprise security architect for a Fortune 500 insurance and finance company.

“Security teams have insights into how data is protected and how access works,” he says.
“They need to be included.”

Security technologies are often considered overhead infrastructure, but if left out of
disaster recovery/business continuity planning, could mean users can’t access the business
resources they need in a recovery situation, he says. For instance, if the organization uses
single sign-on in its routine business operations but SSO isn’t supported in the disaster
recovery plan, then users may not be given proper log-in prompts or be able to access
certain back-end applications.

Some companies, however, make security a priority in their disaster recovery planning. An
information security officer at a financial institution, who requests anonymity, says his organization
is in a highly regulated industry and cannot afford to overlook data security.

“Purely from the standpoint of being compliant with the regulatory bodies, it [security] has
to be at the top of the list when we look at disaster recovery,” he says.
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COMPLIANCE CONSIDERATIONS

Indeed, companies—particularly those in highly regulated industries such as financial and health
care—need to be aware that data security mandates aren’t waived in a disaster.

“We have tremendous compliance requirements from a variety of regulators,” says the financial
information security officer. “The requirements for information security don’t make a distinction
between whether you're in a disaster recovery mode or not.”

In fact, the HIPAA Security Rule specifically calls out the need for maintaining security in
an outage situation, Moyle notes. Section 164.308(a)(7)(ii)(C) requires the implementation, as
needed, of procedures to enable continuation of processes for “protection of the security of
electronic protected health information while operating in emergency mode.”

One disaster scenario to consider is the possibility of guard staff reductions and loss of monitor-
ing capability to prevent theft, Moyle says. If servers or

laptops are stolen with regulated data on them, a company “We h ave tremen d ous
would still have to meet breach disclosure requirements.

“You could incur regulatory penalties over and above CUmp'lan ce I’Eq u | rements
what it costs you from a downtime standpoint,” he says. from 9 Val‘lety Uf regU| 9-

Organizations don’t tend to get audited during a

recovery operation but they need to be prepared down tors. Th e req u | rements
the road, SunGard’s Hughes says. “Now I’'m getting an f or |nf orm atl on secu nty

audit six months later. How do I reconstruct the chain

of custody for the data and how it was protected in the don ’t m ake q d|S‘[| N Ctmn

time frame, if the auditor wants that?” he asks.

Temple-Inland’s Engle says he can’t imagine a com- bEtWeen Wh Eth er y(]U , e

pany that has PCI Data Security Standard compliance i i
requirements deciding to operate for two months with- n a d|SaSter recovery

1 « 7
out protecting cardholder data after an outage. “You m(]de or not.
will get driven out of business if you go for an extended _An information security officer
amount of time without all the same protections you at a financial institution

had originally,” he says.

RECOVERY SECURITY

There are a variety of disaster recovery methods including
hot sites, cold sites, managed service provider and cloud-
based services. No matter the method, organizations need
to ensure the security of the site they’re failing over to,
experts say.

“You’re trying to replicate normal operations
at a backup site... Make sure you have all the
security in place when you get there,” says Beau
Woods, solutions architect for security and risk
consulting services at Atlanta-based security services
firm SecureWorks. That means making sure firewall
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protection, intrusion detection and antivirus are in place and updated, and if a company has a
security operations center, making sure there’s a place for those employees to sit, he says.

“You need to make sure that when people arrive to activate the site, that the controls in place
are at least as strong as the controls that would be operating in a normal scenario,” Moyle says.
“The policy doesn’t change in an emergency.”

Gamby says companies often take it for granted that users have access to systems and forget
about the access management layer—such as virtual directory services, federated technologies, and
containment zones—that must be in place at the recovery site in order for business to continue.

“A lot of controls around data protection are based on a user’s profile and that profile may get
down to identifying the particular IP or MAC address for the system he or she uses,” he says. “At
a remote facility, you need to make sure those profiles are put in for those individuals so they
can access the data from their desktops.”

Organizations also need to consider encrypting the shared communication lines used for data
transmission when switching over to a recovery site, Gamby says. After an incident, companies
typically switch from their dedicated lines to a service provider’s shared pipe to reroute traffic
to the backup site. While the shared links won’t mean cross contamination of data, someone
managing the switching environment could look at the traffic crossing the lines, he says.

For BioWare, an electronic game developer, uptime

and availability are critical—as is data security, says “ B P | n g m g ame devel Op'

Craig Miller, senior team leader of infrastructure. The

company uses a virtual tape library for disaster recovery; [P nt, a” we have IS our

the digitally replicated tapes are sent over an encrypted
VPN tunnel to another site. Every couple months, physical data T If th e assets

backup tapes are encrypted and sent to Iron Mountain. aren ’t ava | |a b | e or

“Being in game development, all we have is our J
data...If the assets aren’t available or recoverable, we recove rable! we don t
don’t have anything,” Miller says. have anyth | ng”

BioWare uses two storage arrays from Compellent _CRAIG MILLER,
and plans next year to move one array offsite and double senior team leader of infrastructure, BioWare

the disk size at each site for full cross replication; if one
array goes down, the other could be active in seconds, he says.

VENDOR MANAGEMENT

If contracting with a fixed-site disaster recovery provider, managed service provider, or cloud-
based service, companies need to vet them as they would any third party, says Rachel Dines, an
analyst at Forrester Research.

“You need to know where they are storing the data, what are their encryption, access control
and authentication policies, and whether they can provide documentation for all that,” she says.

Organizations usually will ask vendors if they use encryption but neglect to ask important
questions about the type of encryption, where the keys are stored and who has access to the keys,
Dines says, adding, “Vendors shouldn’t have access to your encryption keys.”

Third-party recovery sites raise the issue of multi-tenancy, which bring additional security
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Missing Backup Tapes

A sample of breach reports involving backup tapes over the past two years.

October 2010

San Diego Regional Center, which serves

people with developmental disabilities,

notified some clients that a backup tape

created for the purpose of disaster recovery

testing was lost by UPS in shipping, according to

a breach noticed obtained by PHIprivacy.net. The tape
contained some current and former customers’ names,
Social Security numbers, addresses and medical diagnostic
information.

September 2010

Pediatric and Adult Allergy, P.C., in lowa reported losing
a backup tape with patient personal information in July.
Information on the backup tape included names, Social
Security numbers and health plan data. The loss affected
19,222 individuals, according to the U.S. Department of
Health and Human Services.

June 2010
Insurance broker Marsh and Mercer reported the loss of
a backup tape that was being transported by a third-party

courier, according to records obtained by

DataBreaches.net. The tape contained

employee benefits information; the data

was maintained hy Marsh’s Association

business, which operates through Seabury &

Smith and Mercer Health & Benefits. The number

of records exposed totaled 378,000, according to Privacy
Rights Clearinghouse.

February & April 2008

Third-party couriers lose unencrypted backup storage
tapes belonging to the Bank of New York Mellon in two
separate incidents. The lost tapes potentially exposed
the data of approximately 4.5 million people.

January 2008

GE Money, the firm hired by JC Penney to run its credit

card operations, said it lost a backup tape containing

the personal information of about 650,000 shoppers of

JC Penney and other merchants. The tape was discovered

missing in October 2007 by a worker at Iron Mountain.
~MARCIA SAVAGE

concerns, Dines says. “I'm not sure if people think through all the full implications of that—there
are other companies’ employees walking around there if they declare [an emergency] at the same
time. You need to make sure the access controls to your infrastructure and data is strictly controlled.”

SunGard’s Hughes says customers in a shared recovery site need to step up their vigilance
but acknowledged that can be a challenge. “That’s tough in a recovery because that’s not your
first focus,” he says. “The first is to get out of the situation you're in.”

Cloud-based disaster recovery is relatively new but comes with a set of security concerns that
organizations need to pay attention to, says George Ferguson, product marketing manager of
security, compliance and continuity services at HP. The cloud-based option offers flexibility, cost
savings and the ability to reduce recovery times, but companies need to step back and evaluate
the cloud vendor’s security controls, he says.

Ferguson cites the Cloud Security Alliance’s guidance regarding the 13 critical areas of focus
for cloud computing. Among the 13 areas is business continuity and disaster recovery, and the
CSA recommends inspecting a cloud provider’s recovery and continuity plans.

BACKUP DATA TRANSMISSION

Disaster recovery has traditionally relied on tape-based backup to off-site storage, but the transfer
of those tapes doesn’t always go as smoothly as organizations expect. In recent years, there have been
numerous reports of backup tapes missing in transit, resulting in breach disclosures (see above).
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Backup tapes are at risk in transit, but unlike BioWare, many companies still fail to secure them
with encryption, experts say.

“We’ve come a long way in starting to secure devices like laptops, CDs and thumb drives, but
when you look at the backup tape generated on a daily basis in a lot of organizations across the
world...rarely is someone encrypting that,” says Moyle.

SunGard’s Hughes says companies tend to focus on the process of maintaining backup tapes
and having a third party transfer them rather than securing them. He’s seen a shift away from
tape backups, not necessarily for security reasons but because of concerns with recovery times.
At the same time, the cost of replication is going down, he said.

HP’s Ferguson says the security risks of lost or stolen backup tapes—along with the need
to improve recovery times—has driven a move toward electronic vaulting services, also called
cloud-based backup and replication, as a means of avoiding the physical transfer of tapes.

Overall, cloud computing has the potential to ease disaster recovery and business continuity
by making it easier for organizations to have a mobile workforce, says Dean Ocampo, solutions
strategy director at security supplier SafeNet.

“The benefit of moving to a cloud infrastructure is that you can access it from anywhere,” he

Common Mistakes

Companies err in throwing disaster
recovery planning onto IT and forgetting to test.

LEAVING SECURITY OUT is one of the mistakes organizations can make in dis-
aster recovery/business continuity planning, but experts cite a couple other com-
mon mistakes: Leaving the planning to IT and not doing enough testing.

Companies often throw disaster recovery onto the IT team without prioritizing

what business functions are the most critical to recover and setting recovery dead-
lines, says Beau Woods, solutions architect for security and risk consulting services
at Atlanta-based security services firm SecureWorks.

“IT has to make decisions on its own and it ends up not being in line with the
business,” he says. “You need to have a cross-functional group make those high-level decisions before going down
the road of how you'll recover from a disaster and continue business.”

Another frequent mistake organizations make is not conducting enough test of their recovery plans, Woods says:
“You need to make sure the way you've designed it is the way it operates in real life, both on the technology and
people/process side.”

William Hughes, director, consulting services BC/DR Center of Excellence at SunGard Availability Services, also
says testing is critical.

“People tend to build a solution and think that’s the end state, but that’s really just the beginning,” he says.

“The end state is about four tests later, after you work through the bugs.’
—MARCIA SAVAGE
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says. However, companies are reluctant to move their IT processes to the cloud until protections
such as encryption and authentication are in place, he adds.

BUILT-IN SECURITY

Designing a disaster recovery site has to be similar to anything else—with security built in,
says Temple-Inland’s Engle.

For example, companies need to identify ahead of time potential areas where security
controls constrain application functions or implementations and plan accordingly. If you
know you had difficulties installing something in your primary environment then you
should anticipate that it will be even more problem-

atic in a recovery scenario. An organization doesn’t |f you develop a d| saster

want to find itself in a situation where it’s trying to

recover an application and has to shut down security recove ry plan and try to
controls to make it work, and then is unable to turn Secure |t on the h aCk end

them back on, he says - . .

“If you develop a disaster recovery plan and try It's not going to WOI‘k
to secure it on the back end, it’s not going to work,” —BRIAN ENGLE, Temple-Inland
he says.

The information security officer at the financial institution agrees that security must be
integrated from the beginning.

“Our attitude is that we don’t bolt on security—it’s baked in across the board, not just
for day-to-day operations but for that disaster recovery situation, which is potentially a
day-to-day operation,” he says.>

Marcia Savage is editor of Information Security. Send comments on this article to feedback@infosecuritymag.com.
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BY ERIC HOLMQUIST

DISASTER RECOVERY EVERY BUSINESS TODAY depends to some extent on third parties—it’s a reality that’s

becoming even more pronounced as companies move to more cloud-based services.
And in order to effectively provide a product or service, a certain percentage of those
third parties will require access to confidential corporate and/or customer information.
Obviously, it is incumbent on management to ensure that not only is the third party
SPONSOR RESOURCES capable, but also in the course of its operations can ensure that the data entrusted to it
remains secure. Traditional vendor management programs have tended to focus to a

VENDOR MANAGEMENT

THE CISO HAS A KEY ROLE IN REDUCING THE RISK OF
SHARING SENSITIVE CORPORATE DATA WITH THIRD PARTIES.
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large degree on “ability to deliver” with data security being an almost secondary consideration.
What managers often fail to fully appreciate, especially for large or very visible companies, is that
while a third party’s failure to deliver would in all likelihood be operationally disruptive, a massive

data breach could be devastating.

The challenge for companies is how to ensure
protection when they often have little ability to moni-
tor day-to-day operations, evaluate the third party’s
strength of internal controls or have meaningful input
into the third party’s risk management systems. While
we often talk in terms of keeping the data “secure,” the
grim reality is that, simply because people need to use
it, the data is not secure. Adding an external entity into
the equation just makes it that much less secure.

Companies tend to approach vendor management
in many different ways. Some split contract and vendor
management between the legal department and other
operating units, respectively. Some have large procure-
ment groups that cover all aspects. Still others may use
a decentralized model, distributing different pieces
throughout the company. Regardless of which model is
used (each having its own merits and drawbacks), the

The challenge for
companies is how to
ensure protection when
they often have little
ability to monitor day-to-
day operations, evaluate
the third party’s strength
of internal controls or
have meaningful input
into the third party’s risk
management systems.

governance aspects related to data security really don’t change. We’ll explore five key risk man-
agement principles relative to information security within vendor management, and describe
some basic strategies for reducing the risk associated with sharing confidential information.
The CISO plays a key role by ensuring that the critical governance elements for data sharing

with third parties are in place.

ownership

The first and possibly most critical governance aspect is ownership. Regardless of how the con-
tract and related due diligence is facilitated, one absolutely and irrefutably truth remains: There
must be one specific person responsible for the relationship—not a department, committee, or
a vendor group—a person. In all likelihood, that person will be in the business or operating unit
that directly oversees the product or service that the third party provides, be that IT, a line unit,
back office, etc. This person, perhaps assisted by others, is specifically and directly responsible,
and accountable, for management of that third party. This includes any damages caused by a
failure of that third party to adequately protect the data provided to them.

Therefore, the first responsibility of the CISO is to make certain that the company has a process
in place to ensure that each third party will have an associated third party relationship manager
(TPRM) who is actively involved in the process of managing the relationship. The CISO will likely
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end up being consulted in the due diligence process where appropriate, but he cannot be the one
responsible for managing the third party.

While assigning a TPRM is essential, we need to understand that there is a dilemma here.
Even though having TPRMs assigned to all third parties is critical to good governance, there is
an unfortunate conflict of interest that exists here. The fact is, assuming that the business wants
to use a given third party, the TPRM is somewhat less than motivated to find problems with
them. In fact, quite the opposite; they may find themselves looking for reasons to trust the third
party, perhaps ignoring subtle, or not so subtle, signs that could be an indication of something
suspicious. This is why accountability is so critical—if TPRMs are responsible for the misdeeds
of their third party, they become significantly less incented to turn a blind eye. Therefore, it is
also the CISO’s role to ensure that TPRMs are taking the contract, due diligence, management
and monitoring process seriously and proactively.

contractual provisions

Assuming clear ownership has been established, the next area covers a set of questions and provi-
sions that the CISO must ensure are being addressed before any contracts are signed and data
exchanged.

The first and most logical question is, why? Why It |S d Sad faCt that WE”
does the third party need this data? Is it required for meamng people Often

them to provide their product or service? Do they need

all of the data or just some of it? Is the business area VleW data (BVBn hlghly
just being lazy and suggesting it all be sent, rather than Cﬂnﬁdentlal data) as an

taking the time to create more discrete, or sanitized,

sub-sets? Ultimately, the related business area must be Upera’[lﬂna| neCESS|ty, |Ike
able to clearly rationalize why the data is imperative brl CkS .m the bUI|dET and
’

to the third party’s product or service. This is an area

where the CISO may be consulted as a subject matter nOt the h|gh|y Valuable,

expert, perhaps facilitating a discussion around what . .
options exist that could reduce the type and quantity of hlghly Sensmve’ Gﬂrporate
data provided. It is a sad fact that well meaning people  g9gspt that it is.
often view data (even highly confidential data) as an
operational necessity, like bricks to the builder, and not the highly valuable, highly sensitive,
corporate asset that it is.
In terms of contractual provisions there are a number of things the CISO needs to ensure are
included any time confidential data will be exchanged. These include:
Standard confidentiality language commensurate with the degree of information shared
+ A “right to audit” provision against the third party’s system of internal controls
Clear service-level agreements for notification requirements in the event of a data breach
+ Financial liability for any expense associated with a data breach
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In the end, however, a company needs to remember that while these provisions exist (at
least in theory) to prevent an incident, the reality is that they largely exist for recourse. Real
prevention will be accomplished through comprehensive due diligence, actively setting and
managing expectations and effective monitoring.

due diligence

All enterprises have skeletons they prefer not to disclose, so there’s no reason to assume
your vendors don’t also have something they’d prefer to keep quiet. Consequently, the third
major area that the CISO needs to be actively engaged in is the design of the overall due
diligence process. The fact is that companies need to be very deliberate about how they
assess and manage their third parties when it comes to data sharing.

When performing third party due diligence, how the information is gathered isn’t nearly
as important as what is done with that information. (As far as forms go, you can’t really beat
the BITS Shared Assessment templates, and many major companies have already completed
these forms anyway.) Generally speaking, the
information provided by a third party relative to Genera"y Spe ak| ng, the

its information security practices should be viewed

just like a resume. While it is a form of attestation Informatlon prOVIdEd by
on the part of the third party, it is not designed to a th|rd party relatwe o

verify adequacy; it’s just a tool to start the conversa-

tion. The job of the organization, with the CISO’s |tS |nf0 rmatlon SECUTIty
direction and/or assistance, is to get behind all of pra Ctlce S ShUUld be

the wonderfully crafted language and carefully con- . . .

structed responses. What is the truth about how the Vlewed JUSt Ilke d resume.
third party stores, manages, protects and ultimately

destroys the confidential data that you are, or will be, sharing? Where will it reside? Who exactly
will have access? How is access granted and revoked? What are their change management prac-
tices? What technology is the third party using and does it contain known vulnerabilities? Is it

current or obsolete? What independent reviews of the third party’s environment are conducted
and by who? What were the past results?

This is not a check-off exercise—it’s a gauntlet, and one that should be very difficult
to navigate. If the business isn’t asking really hard questions, it’s not doing its job. It’s the
CISO’s job to make sure that this process is happening, both at contract origination, and
throughout the life of the contract.

Another part of the due diligence process should be a mechanism for classifying the data
that will be shared. What type of information will be included? What is its level of sensitivity?
How much information will be shared and how often, etc.? This provides a baseline for the
business so that if the nature of the relationship changes, particularly one which requires
a change to what data is shared, the company can reassess the risk based on the new data
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requirements. The CISO should be able to help develop an agreed upon classification schema that
can be used consistently throughout the organization.

An area that is often overlooked is data destruction. When and how will the data be destroyed?
How will the third party attest to its destruction and what are the consequences if it is not destroyed?
This is a difficult area to manage because, let’s face it, proving that data has been completely
eliminated is difficult to impossible. Nevertheless, this area must be subject to clear expectations,
which the CISO needs to ensure has been documented.

Ultimately, when going through the third party due diligence process, a company should
develop a risk profile for all of its third parties that includes a risk rating based on the type and
amount of the data being shared. This allows the company to focus its energy and resources on
those third parties that represent the most risk, and provides a baseline to reference when either
the third party or the nature of the contract changes.

monitoring

Monitoring and incident response are the most challenging and precarious areas of vendor man-
agement. This is simply because monitoring is difficult if not impossible, and recovery from an
event is extremely tough.

Nevertheless, despite the limited ability to monitor third parties, there are some areas that the
CISO should ensure are addressed. The first represents internal changes. This would typically be
a change to the scope of the contract which requires a change to the type, sensitivity, quantity or
frequency of the data that is being exchanged. In this

case, there must be a process to revisit the risk profile Mﬂnltﬂl‘lng and InCIdent
based on the new data requirements, and if a material re SpﬂnSB are the mo St

change is going to take place, then a new due diligence
and risk assessment analysis needs to be completed. Cha"engmg and pre Can[]us
Otherwise you're applying old rules to a new game. areas o f ven dﬂr

The other area obviously involves changes with the
third party themselves. This would include facility man ag ement.
moves, corporate restructuring, business acquisitions,
new business lines, etc. Each of these can have an impact on the internal controls related to data
protection, and it is the CISO’s responsibility to ensure that systems are in place to monitor these
third parties for material changes. Changes such as these should prompt, at minimum, a conver-
sation between the TPRM and the third party to understand what impact, if any, these changes
will have on the company’s data usage and internal controls.

The other, and fairly intuitive, area of monitoring involves media coverage. Should the third
party become subject to any degree of regulatory or other third party criticism or, worse, be the
victim of some sort of data compromise, then the entire due diligence and risk assessment
process must start from scratch. All prior attestations and assumptions are null and discarded.

The CISO will have to manage this area because this is where the TPRMs will often try to take
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the easy way out for fear of having to switch vendors. Often their response is “Yes, they had a
breach, but they say that they have taken care of the vulnerability.” O.K., prove it.

incident response

Incident response is possibly the most treacherous part of vendor governance. Ideally, there will
never be a scenario where data is compromised and somebody needs to clean up the mess. How-
ever, we know that it as a statistical certainty that it will happen and, when it does, the company
needs to have the processes in place to respond quickly and decisively. The fact is that if you
looked at every data breach since the beginning of time, they all share one common attribute—
and that is that time is not on your side.

Certainly, at a minimum, every third-party contract must have a provision for notification
requirement in the event of a data breach. This should be numbered in hours, if not minutes.
On the heels of a data exposure, the initial hours can be

critical, particularly where customer information is Un the heel S Of a d ata

involved. CISOs need to ensure that both companies— T
their own and the third party—have a clear escalation EXDUSU re; the In Itlal
and notification strategy so that all parties involved know hou IS can be C rltl C al
exactly who needs to be notified and who will take charge . ’
in developing and implementing a resolution plan. par“ Cu |a I’|y Wh ere

These are not details that can be made up at the time cu Stomel‘ InfOI’m atmn
of a breach—they must be clearly established, and tested, ,
well in advance of any live event. And, again, a data inci- IS InV0|Ved
dent of any kind should prompt a revisit to the third
party’s due diligence and risk assessment. If the incident was very minor, very localized and easily
corrected, fine. But at a bare minimum, a discussion needs to take place that asks whether the
potential vulnerability was previously disclosed and how it has been addressed.

NO SMALL FEAT

Experience has shown that the majority of companies collect only basic information about the
third parties with which they will exchange confidential data, tend to do only cursory analysis of
that information, take minimal due diligence steps, implement limited monitoring and haven’t
really thought through their incident response procedures in the event of a major data breach.
And yet every single one knows without a shadow of a doubt that it should be doing more and
is probably accepting too much risk. Simply put, this is just not acceptable.

The CISO has a substantial task to ensure that all of the systems and controls are in place to
ensure third party compliance with information security policies and practices. To quote Ronald
Reagan, this is definitely an exercise in “trust but verify” and it is no small task. This further rein-
forces why the CISO must be in a very senior role with total management access. He or she must
work very closely with internal vendor management groups to provide subject matter expertise,
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program design assistance and direct oversight when necessary. We all like to believe that people
will always do the right thing, but this is simply not the case. There are criminals everywhere, and
they can disguise themselves as hard working employees just looking for an opportunity to strike.
But through strong contractual provisions, comprehensive due diligence, detailed documentation,
active management, dynamic monitoring and ability to respond quickly, companies can go a long
way towards managing their third-party risk.

Eric Holmaquist is president of Holmquist Advisory, LLC, which provides consulting to the financial services industry in
risk management, operations, information technology, information security and business continuity planning. Send
comments on this article to feedback@infosecuritymag.com.
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