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SDN

Software Defined Networks

Motivation:
many protocols, vendors, management platforms
virtualization, cloud, ... (fill the buzzword of a day)

scale up In size and bandwidth

Goals:
flexibllity, agility, ...
central management, programmatically configured (API)

open and vendor-independent



SDN

Traditional approach Software Defined Networks (SDN)

SDN controller

.................................................

Manual configuration
Routing protocols

Management protocols
VPLS packet flow

--------------------------------------------------------

----------------- control flow



SDN Architecture

Grossly simplified:
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S a home router a router”?

Ethernet switch

Wik Access Point

P router

Network Address Translation (NAT)
DHCP server

(NAS server)

(orint server)

(DNS server)



Anatomy of a Home Router
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NAT

Network Address Translation
Motivation:

allow multiple nodes to share a single IP address

porevent external traffic from entering the local network

Private IP Public IP
addresses address

Local subnet using /\ NAT /
private IP addresses “ AN ANAN Internet
port port




NAT

Communication is initiated from a local node (S)

| ocal (private) source |IP address changed to the public [P
address of the NAT box

P Port P Port
SRC 192.168.0.13 | 1111 . | SRC 7361526 | 1111
DST 142.251.40.288 | 443 ST 142.251.40.288 | 443

D
192.168.0.1 ﬁ 7/3.61.5.20
192.168.0.0/24 NAT @
“LAN” “WAN” Internet
l port port l
@ @ ...... DS [ D ]

192.168.0.13 142.251.40.228



NAT

Response is delivered to the NAT box

The NAT box needs to know which local [P (and port) to use to
deliver the packet

P Port

€------- SRC 142.251.40.288 | 443
ST 73.61526 |1111

D
192.168.0.1 ﬁ73.61.5.26
192.168.0.0/24 NAT @
“LAN” “WAN” Internet
l port port l
@ @ ...... DS [ D ]

192.168.0.13 142.251.40.228




NAT

NAT box observes outgoing connection requests and keeps
track of a src/dst IP/port translation in NAT table

Source |P/port Is used to ook up the table

IP Port IP Port
SRC 142.251.40.288 | 443 €-====e- SRG 142.251.40.288 | 443
DST 192.168.0.13 [ 1111 DST 7361526 |1111

192.168.0.0/24

192.168.0.1 ﬁ 7/3.61.5.20
‘ " o ) ’ Internet
l NAT table l
""" S LAN side WAN side D
P Port P Port

192.168.0.13 142.251.40.228
192.168.0.13 | 1111 | 142.251.40.288 [ 1111




NAT

There can be a port number conflict on the WAN side, so the
port numbers can and do get translated too:

IP Port P Port
SRC 192.168.0.13 [1111|]| | ==ceen- > | SRC 73.615.06 | 2002
DST 142.251.40.288 | 443 | DST 142 251.40.288 | 443

IP Port IP Port
SRC 142.251.40.288 | 443 €-----=- SRC 142.251.40.288 | 443
DST 192.168.0.13 [1111 DST 73.61.5.26 2222

192.168.0.0/24
Internet

\4 | | \4
l NAT table l
""" S LAN side WAN side D
P Port P Port

192.168.0.13 142 251 .40.228
192.168.0.13 | 1111 | 142.251.40.288 | 2222




