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UDP
‣User Datagram Protocol (RFC 768) 
- A wrapper protocol for IP to add port numbers 
- 8 bytes

Source Port Destination Port

Length Checksum



Network Layer



Network Layer and IP
‣ Layer-specific function - routing 
‣ Common functions: 
-Addressing: IP address 
-Error control: rerouting, ICMP 
-Flow control: ICMP 
-QoS: TOS field and Differentiated Services

ICMP - Internet Control Message Protocol,   TOS - Type of Service



Internet Protocol (IP)
‣Provides unreliable, connection-less service 
‣ That is, packets may be: 
- lost 
- delivered out of order 
- duplicated 
- corrupted



IP Design Goals
‣ Fields for source and destination IP addresses 
‣Means for error control: 
- detection of packet header corruption (L2 does the heavy lifting) 
- limiting the lifespan of a packet 

‣ Fragmentation  
- carrying transport layer messages that are longer than what L2 can 

support



IPv4 Header
0                   1                   2                   3  

  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |Version|  IHL  |Type of Service|          Total Length         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |         Identification        |Flags|      Fragment Offset    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |  Time to Live |    Protocol   |         Header Checksum       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                       Source Address                          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                    Destination Address                        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                    Options                    |    Padding    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Source: RFC 791

http://www.rfc-editor.org/rfc/rfc791.txt


IPv4 Header

Image source: http://nmap.org/book/tcpip-ref.html

http://nmap.org/book/tcpip-ref.html


Fragmentation
‣Problem: 
- network layer needs to deliver a PDU* that is longer than what the link 

layer permits 

‣Solutions: 
- do nothing (drop the packet) 
- drop and inform (default behavior of IPv6) 
- fragment, i.e., break the PDU to smaller units (fragments) and 

reassemble them at the destination (default behavior of IPv4)

* PDU - protocol data unit, a fancy term for packet



Fragmentation
‣Allow packet reassembly (obviously) 
- need information on where a fragment fits the original packet 

‣Be able to distinguish between fragments of different packets 
‣Be able to further fragment a fragment… 
- and be able to reassemble the original packet in “one go” (not 

reassemble fragments that are then reassembled, etc.) 



IPv4 Fragmentation
0                   1                   2                   3  

  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |Version|  IHL  |Type of Service|          Total Length         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |         Identification        |Flags|      Fragment Offset    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |  Time to Live |    Protocol   |         Header Checksum       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                       Source Address                          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                    Destination Address                        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                    Options                    |    Padding    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



IPv4 Fragmentation

‣ Identification (16 bits) 
-identifies the original fragmented packet  

‣ Fragment Offset (13 bits) 
-specifies the location of the fragment in the packet 
-only 13 most significant bits of the 16 bit value stored in the field, the 

remaining must be 0 

‣ M (1 bit) - More Fragments, i.e., “not the last fragment” 
‣ D (1 bit) - Do Not Fragment (drop and notify instead) 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |0 D M|      Fragment Offset    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



Fragmentation - example*
Packet payload length 4,500 bytes,  MTU 2,500 bytes:

* Source: http://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly

Fragments from above reaching a link with MTU 1,500 bytes:

http://en.wikipedia.org/wiki/IPv4#Fragmentation_and_reassembly


ICMP
‣ Internet Control Message Protocol 
‣ Runs on top of IP but still within the network layer 
‣ Examples: 
- ping - Echo Request/Reply 
- traceroute - Time Exceeded 
- “No route to host” - Destination Unreachable 
- Source Quench (deprecated by RFCs 1812 and 6633) 



IPv6 - Motivation
‣ What’s wrong with IPv4? 
- not enough addresses 
- to complex to process in routers 
- autoconfiguration 
- security 

‣ Can we avoid switching to IPv6? 
- Network Address Translation (NAT)


