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Electronic Mail - SMTP
‣Asynchronous message delivery  
- delivers robustness and reliability 

‣ Two types of agents: 
- User Agent (UA) 
- Message Transfer Agent (MTA) 

‣ Two types of interactions (and protocols): 
- MTA to MTA 
- UA to MTA



UA to MTA Communication
‣UA and MTA on the same host (the old days) 
- UA and MTA communicate using files 
- use of host’s authentication methods 

‣UA and MTA communicate over a network (today) 
- SMTP was not designed for this 
- sending mail: SMPT with authentication 
- retrieving mail: IMAP (includes authentication) or “remote authenticated 

access via HTTP” (webmail)
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MTA to MTA communication
‣Simple Mail Transfer Protocol (SMTP) 
- covers single hop 
- no encryption 
- no authentication 
- there was supposed to be a “not so simple” mail transfer protocol 
- some problems were addressed by ESMTP (extended SMTP) and other 

procedural methods



SMTP Server Actions
‣SMTP server is deciding whether to accept an email message 

for delivery  
- Local: recognized user of the organization that runs the server: 
• by IP address 
• authenticated 

- Global: everyone else Local Global

Local Deliver Deliver

Global Deliver 
(with caution)

Deny 
(unless 

authenticated)

From:

To:



MIME
‣Problem: SMTP was designed to deliver limited length, English 

text 
‣Solution: MIME (Multipurpose Internet Mail Extensions) 
- encode content to look like text 
- mark it with content type so it can be unpacked and rendered on the 

receiving end 
- package components of the message

…
MIME-Version: 1.0
Content-Type: multipart/alternative; boundary="--1A9864DE43A1F1A4D007D99F6C4"

----1A9864DE43A1F1A4D007D99F6C4
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: quoted-printable
…

Message header

Message body


