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—thernet Frame

802.3 Ethernet frame structure
Start of Frame check

MAC MAC 802.1Qtag Ethertype (Ethernetll) Interframe
SIDBID o destination source (optional) orlength (IEEE 802.3) =EYOAC S6qHuence a
delimiter P g ‘ (32-bitCRC) =~ °°P
7 octets of | 1 octet of 6
6 octets (4 octets) 2 octets 42lnote 2l_1500 octets' 4 octets 12 octets

10101010 10101011 octets
641522 octets
72-1530 octets
84—-1542 octets

Image source: Wikipedia article “Ethernet frame” (https://en.wikipedia.org/wiki/Ethernet frame)
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Spanning Tree Protocols

Loops In the network topology help to Increase resiliency of the
network

but Introduce problems when populating bridging tables

Solution: Spanning Tree Protocols (STP)

temporarily disable links to break loops

monitor health of active links and re-enable links If network partitioning Is
detected

tradeoff: link health monitoring overhead vs repair latency
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Virtual LANs (VLANS]

Bridging/switching eliminates delivering unicast traffic that is not
destined to the node

Does not work for L2 broadcast traffic (still has to be delivered
to all nodes)
Solution: Virtual LANs (VLLANSs)

broad approach: decouple logical and physical topology: virtual
networks, overlay networks, ...

specific approach: break broadcast domains into smaller ones

other benefits: QoS, security, contral, ...



302.1Q Virtual LANs (VLANS]

On VLAN capable links adds a 32-bit field to the standard
Ethernet frame
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802.1Q) header:

TPID (16 bits) 0x8100

TCI - Tag Control Information (16 bits)
PCP - priority code point (3 bits)

DEI - drop eligible indication (1 bit)
VID - VLAN |dentifier (12 bits)




