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May6,2010flashcrash
August1,2012KnightCapital
April23,2013flashcrash
Feb7,2014Bitcointransferbug
October15,2014UStreasurymarketflashcrash
March18,2015USdollarflashcrash
August24,2015USstocksflashcrash
June21,2017Ethereumflashcrash
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S&P500
DJIAlost9%withinminutes
NasdaqComposite

“oneofthemostturbulentperiodsinthehistoryoffinancial
markets”

BritishtraderNavinderSinghSaraochargedwith22counts,
includinguseofspoofingalgorithms(createfalsemarket
pressure,thencanceltrades)
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August1,2012

1.newRLP(retailliquidityprogram)codenotcopiedtooneof
8servers

2.newRLPre-usedflagfromold‘powerpeg’function
3.oldserveractivatedpowerpeg,whichexecutedtrades
4.notificationoftradefulfillmentnevercame(featurewas

deprecated)
5.majordisruptionto148stocksonNYSE
6.4Mtradeexecutionson154stocks(397Mshares)within45

minutes
7.$440Mloss,stockpricedropped75%thenextday,

destroyedthecompany



October15,2014

Trading

■Summary

■May6,2010

■KnightCapital

■October15,2014

■April23,2013

■Co-location
Craziness

Autonomy

AlgorithmicBias

SoftwareTesting

WheelerRuml(UNH)WildcardTopic,CS758–6/17

10-yearUSTreasurieslost20%within30minutes,then
rebounded

“between9:33a.m.and9:45a.m.ET,the10-yearTreasury
yielddropped16basispointsandthenrebounded,withouta
clearcause”

“U.S.Treasurysecuritiesmarketisconsideredabenchmarkfor
risk-freeassetswithahighdegreeofstability.”

nosinglecauseidentified,severalchangesmade
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April23,2013:TwitterhoaxthatObamahadbeeninjured.Dow
Jonesbrieflylost143points
March18,2015USdollarflashcrash
August24,2015USstocksflashcrash
June21,2017]Ethereumflashcrash($319to$0.10)dueto
large‘sellatmarketprice’order(ratherthanstaged)
‘fatfinger’errors
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CNBC,July2013‘WallStreet’sHottestAddress?KStreet’

Incomputerizedhigh-speedtrading,asinrealestate,locationis
everything.OnWallStreet,high-speedfirmspayfeestolocate
theircomputersinthesamedatacentersthathousestock
exchangecomputers—sotradesaren’tdelayedbymorethana
fewfeetoffiberopticcable.
Butinrecentyears,high-speedtradingfirmshavequietlybeen
abletoaddserversinalessexpectedplace:Thenation’scapital.
That’sdrivenbyaninsatiabledemandforeconomic
statistics—manyofwhicharereleasedbythefederalgovernment
andmovemarketsalmostinstantlywhentheybecomepublic.
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https://www.youtube.com/watch?v=B2pDFjIvrIU

https://www.youtube.com/watch?v=V2u3dcH2VGM

https://www.youtube.com/watch?v=DL-Xvu3G_48

https://www.youtube.com/watch?v=B2pDFjIvrIU
https://www.youtube.com/watch?v=V2u3dcH2VGM
https://www.youtube.com/watch?v=DL-Xvu3G_48
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Arizonafatality
Cruisedrag
Cruiseconcrete
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Therac-25:6fatalities

Ariane5maidenflight:$500M.higherhorizontalvelocitythan
Ariane4,64-bitfloatto16-bitintoverflowed,hardwareerror
diagnosticcodeinterpretedasflightdata,causedfullnozzle
deflection.codeshouldnothavebeenactiveafterlift-off(unlike
Ariane4)

1998Marsclimateorbiter:$327M.altitudetoolowduringorbital
insertion,eitherskippedoffatmosphereorwasdestroyed.NASA
usedmetric,LockheedMartinusedUSunits(contrarytospec)

2001Zillowhomepriceprediction:$304Mwrite-down,layoffs

2016Microsft’sTaychatbotlearnstoomuchfromusers

2018Amazonreecommendsbomb-makingmaterialtopeople
searchingforpressurecookers
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facerecognition,resumescreening,loans,medicaldiagnosis
becarefulwhatyouoptimizefor(valuealignment)
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seeCS745/845FormalSpecificationsandVerificationof
SoftwareSystems
CompCertCcompiler:propertiesofsourceholdforexecutable
seL4kernel
programderivation/correctnessbyconstruction
verification:AssumingweshouldbuildX,doesoursoftware
achieveitsgoalswithoutanybugsorgaps?Arewebuildingthe
productright?
validation:DoesXmeetthehigh-levelrequirements?IsXthe
rightthingtobuild?Arewebuildingtherightproduct?
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Nope.

Feelfreetocollaborateonyourstudying,
andgoodluckonthefinalexam!
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