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Abstract

Multi-formalism specifications are essential for the mod-
elling of complex systems including different aspects such
as data or concurrency. We advocate a formalism which
combines the CCS process algebra with the CASL algebraic
specification language. Formal foundations of this combi-
nation are presented following two steps, the syntax and the
semantics. Our proposal is illustrated with a real size case
study: an access control system to a set of buildings. With
this concrete example, we aim at showing how our formal-
ism proposal could be used to specify a comprehensive ap-
plication.

Keywords:  Multi-formalism Specifications, CCS,
CASL, Formal Foundations.

1 Introduction

All the aspects of complex software systems can nei-
ther be specified nor verified with only one approach. The
joint use of several different formal methods, called multi-
formalism specifications, is necessary for the design of such
systems. This promising orientation is of major interest for
the software engineering community.

The main motivation is that the different parts of soft-
ware systems have to be specified with appropriate for-
malisms and have to be formally verified with suitable tools.
The use of a single formalism is not sufficient enough to
specify the different aspects of complex systems. We need
to have at one’s disposal adequate formal languages to spec-
ify the two main parts of systems that are data (or static) and
behavioural (or dynamic) parts. Furthermore, these differ-
ent parts have to be linked in a formal way.

In this work, we deal with the approach combining a
process algebra with an algebraic specification language.
Works with similar goals already exist; the well-known
results are LOTOS [3] and its successor E-LOTOS [13].
In [1], authors propose a classification of different tech-
niques based on algebraic specifications to specify concur-

rent systems. Our work direction is the second kind of ap-
proach (A2) proposed in this taxonomy, corresponding to
approaches integrating a formalism for the concurrent as-
pects with algebraic specifications of the static data types.

Transversely, for some years, the wish to unify the nu-
merous algebraic specification formalisms has emerged.
This has led to the CASL (Common Algebraic Specification
Language) language [7]. This expressive language is very
promising for the specification of complex data-oriented
systems. However, CASL is not suitable to the specifica-
tion of the dynamic aspects (parallelism, communication,
concurrency). The extension of CASL to specify reactive
systems led, among others, to the Reggio and Repetto pro-
posal [20] which combined CASL and Statecharts. On a
wider scale, Astesiano et al. [2] present methodological
guidelines (which we partially follow) in the design phase
of formalisms associating a data description language, par-
ticularly CASL, with a paradigm-specific one.

To cope with the CASL limitations with reference to the
specification of dynamic aspects, we choose to combine
CASL with a process algebra: CCS [16]. From the lan-
guage point of view, CCS is simple and provides few con-
structions. However, it is sufficiently expressive to describe
dynamic aspects of systems. The central idea of our com-
bination is the extension of Milner’s value passing CCS.
Algebraic terms written in CASL are used as value pass-
ing in agents and actions. Our combination is syntactic in
the sense of Fischer’s classification [9]. Then, we define
a global semantics for the proposed formalism. This ap-
proach yields an expressive specification language.

Now, we briefly compare our combination with the pre-
vious mentioned languages to reinforce the interests of this
proposal. About LOTOS, the ACT ONE part has been of-
ten criticized [11] (for example the lack of proper structur-
ing mechanisms). The use of CASL improves the expres-
siveness of the data part. Moreover, CCS has a minimal
set, but sufficiently expressive, of simple operators to spec-
ify concurrent aspects of systems. E-LOTOS, an enhanced
proposal for LOTQOS, takes into account several improve-
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ments about the data part (partial operations for instance),
the dynamic part (priorities, exception raising, etc), and the
whole organization (modules). However, a final version is
not widely admitted, and is always in balloting. In addi-
tion, from our point of view, E-LOTOS suffers from some
technical shortcomings (for example the dynamic typing),
and above all is too complex. Concerning the Casl-Chart
combination, a great drawback of this language is the nu-
merous semantics existing for the Statecharts, and the lack
of formality in some of them. Other approaches aim at com-
bining process algebras with state oriented languages such
as Z or B. An example of work focusing on this topic is the
proposal of Treharne and Schneider [25].

The remainder of this paper is organized as follows. In
Section 2, we briefly describe the formal foundations of our
combination: syntax and semantics. Then, in Section 3, we
illustrate the practical use of this formalism on a case study
about an access control system. An extended version of this
paper is available in [23].

2 Overview of the Formal Foundations

In this section, we introduce the formal basis underlying
the definition of the formalism combining CCS and CASL.
We focus respectively on the syntactic aspects and on the
operational semantics giving the meaning to the whole lan-
guage.

2.1 Formal Syntax

CCS [16] allows synchronous, binary, and oriented com-
munication. There are operators for prefixing (.), non deter-
ministic choice (+), parallel composition (|), restriction to
enforce synchronization (\), if structure, relabeling (E[f]),
and extended sum (X;.; E;). We emphasize that our ap-
proach is control driven, and CCS is called the main formal-
ism because it gives the behaviour of the full specification.

Concerning CASL, the whole language is considered,
i.e. basic, structured, architectural specifications, and li-
braries. Yet, some restrictions are necessary at the semantic
level to perform term rewriting (see subsection 2.2). The
syntax of our language is formalized in Figure 1 using a
BNF-like notation. The + and | symbols of the BNF-like
notation must not be confused with the ones of the CCS
notation. Therefore, the non deterministic choice and the
parallel composition of CCS are written larger than the oth-
ers.

We finish with some precisions about interactions be-
tween CCS agents and data expressed with CASL. The
value passing is described by CASL expressions which are
inserted in the CCS syntax at five levels: the parameterized
agent declarations and calls, the input and output parame-
terized actions, and the condition of the if operator.

SPEC n=
CASL-SPEC =
CCS-SPEC =

CASL-SPEC CCS-SPEC
appendix A of CASL summary [7]
AGENT+

AGENT-ID 2/ BEHAVIOUR |
AGENT-ID(VAR-DECL+) %/ BEHAVIOUR

BEHAVIOUR = 0]
PREFIXING |
BEHAVIOUR+BEHAVIOUR|

BEHAVIOUR‘ BEHAVIOUR |
BEHAVIOUR\{ACTION+} |
AGENT-CALL |

(BEHAVIOUR) |

if CASL-PRED then BEHAVIOUR |
BEHAVIOURIT] |

Yicr BEHAVIOUR;

ACTION.BEHAVIOUR |
ACTTON.BEHAVIOUR |
ACTION(VAR-DECL +).BEHAVIOUR |
ACTION (APPLICATION+).BEHAVIOUR |
7. BEHAVIOUR

AGENT-ID |
AGENT-ID(APPLICATION+)
OP-NAME EXPR* |

VAR

PRED-NAME EXPR* |

VAR

EXPR = VAR|

APPLICATION

AGENT =

PREFIXING n=

AGENT-CALL n=

APPLICATION ==

CASL-PRED n=

Figure 1. Syntax of the combination

2.2 Formal Semantics

In this subsection, we introduce the global operational
semantics for our formalism. We follow an approach similar
to Galloway’s one for ZCCS [10]. The precise meaning of
the different CCS constructions with CASL value passing is
given using inference rules. The semantics of the algebraic
expressions in the CCS specification is defined using terms
rewriting.

The environment E is a context memorizing different in-
formations used to define the inference rules. E is a couple
composed of the rewrite rules R deduced from the axioms
of the CASL algebraic part, and of a set of tuples CCSE
for CCS agents. This set is built from the full specification
(i.e. both CASL sorts and CCS agents).

|E2<RCCSE >|

The semantics of the independent CASL specifications
is as described in [8], but the meaning of CASL terms ap-
pearing in the CCS agents is given by rewriting of closed
terms. This choice is justified since it is suitable to an op-
erational semantics. The rewriting is performed using a set
R of rewrite rules deduced from the CASL specifications.
This can be achieved following the conceptual steps defined
in [14], which is rather devoted to tools; nevertheless this
shows how rewriting of CASL terms can be done.
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In [14], Ringeissen and Kirchner wish to execute CASL
equational specifications with the ELAN rewrite engine
[4]. Both basic and structured specifications are considered,
even though some restrictions are assumed (subsorting and
partiality features). The translation from CASL to ELAN
is performed using intermediate formats (FCasEnv and Efix
ATerms). Then, a last step of translation transforms Efix
ATerms into the ELAN executable format (REF programs).

The set CCSFE contains informations memorized dur-
ing the agents declaration. More precisely, for each agent
declaration, we store in this set a tuple containing the agent
name (or agent constant) AC), its whole behaviour H, and
the list of the agent parameters (identifiers) AP.

CCSE 2 {< AC,,H,, AP, >, ... < AC, ,H,,AP, >}

These three values, associated with each agent, are use-
ful in presence of agents calls. In such a case, the agent
constant is substituted by the behaviour corresponding to
this call. Moreover, for a parameterized agent, the iden-
tifiers memorized during the declaration are substituted in
the whole behaviour by the terms in parameter.

There are two kinds of inference rules in our operational
semantics. The first one corresponds to the construction of
the E environment from the agents definitions and the al-
gebraic specification part. The E environment, after being
completely built, is never modified. The second one gives
the meaning for each (possibly extended) CCS operator. For
this second type, the global specification is seen as a La-
belled Transitions System (LTS) which evolves by the ap-
plication of the inference rules. For instance, the next rules
give successively the meaning of the parallel composition,
the conditional operator, and the agent call.

BEHAVI CUR ::= BEHAVI (JJR|BEHAVI OUR

F3F
FIG 3 F'|G
If a behaviour F' evolves by the action « into F’, then

the parallel composition F|G evolves by a into F'|G. The
dual rule for the symmetrical case is omitted.

F35F
GG
F|G 5 F'|G!
If a behaviour F' evolves into F' after the firing of the
input action a, and a behaviour G evolves into G’ after exe-
cuting the output action @, then F'|G evolves into F'|G" by

7. The dual rule, in which F' does an output action and G
an input action, is omitted, as in the next rule.

F a(x1:S1,... s0n:Sp) B
G @ty otn) o

R
s+ tn/zn] |G’

If a behaviour F' evolves into F after the firing of an
input parameterized action, and a behaviour G evolves into
G' by an output parameterized action, then F|G evolves
into F'|G' by 7. The input variables z; are substituted in
the behaviour F' by the terms ¢; received during the com-
munication. These terms are rewritten in their normal forms
thanks to the R rewrite rules (part of the E environment).

R
F|GL>FI[¢ tl/II}l,...

[ BEHAVI OR ::=

i f CASL-PRED t hen BEHAVI OUR |

F3F
R
4 p=true
if pthen F 5 F'

If F becomes F' by the firing of «, and the condition p
(predicate with closed terms), rewritten with R, is evaluated
to true, then the conditional expression with the behaviour
F joined to the block then becomes F' after the firing of
«a. If the condition is evaluated to false, the behaviour be-
comes 0, i.e. the agent which cannot do anything (termina-
tion). Note that the p rewriting does not need a variables
binding environment because, when it is performed, there
are no free variables in the predicate due to preliminary vari-
ables substitutions.

[ AGENT-CALL == AGENT-1D |
FSF
< AC,F,AP > € CCSE
AC S F

If a behaviour F' evolves by « into F”’, and the tuple
< AC,F,AP > is in the CCSF set, then the unparam-
eterized agent AC evolves by « into F".

AGENT- | D( APPLI CATI ON+) |

[[AGENT- CALL :=

R R
F[J, tl/AP[l]J a~L tn/AP[n]] gF,
< AC,F,AP > € CCSE

AC(t1y. .- ,tn) > F'

If a behaviour F', in which the parameters A P[] are sub-
stituted by the normal forms (obtained after rewriting with
R) of the real terms t;, becomes F’ by «, and the tuple
< AC,F,AP > is in the set CCSE, then the parameter-
ized agent AC becomes F' by a.
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3 Case Study: Access Control Specification

In the previous section, we introduced the formal aspects
underlying our proposal of combination. Now, we focus
on a practical case, and we show how our formalism can
deal with the specification of an access control system. The
study is made of two separate parts. First of all, we intro-
duce the necessary CASL data types; then we describe the
CCS processes, and particularly an end-example of concrete
system. We start with a short presentation of the case study.

3.1 Informal Requirements

This case study is about a computer system to manage
entrances and exits of people (for instance, students, teach-
ers, and so on) in a set of buildings, as the buildings of an
university campus. The informal requirements document
can be found in [15].

Each user is recorded in a group, and each building is
open to some groups. Each person who could access to a
building has a magnetic card. The set of cards is managed
by the system. Every card is either in circulation, or robed,
or lost. Each access is bound to a card reader, a door, and a
sensor detecting the opening and the closure of the door, or
detecting the passage of a person. The card reader has two
lights. The first is green and indicates an authorized access.
The second is red and corresponds to a rejected access. The
door is either blocked or unblocked. Moreover, each access
is in a single direction, i.e. it allows only either entrances or
exits.

The access protocol is the following. The user passes
his/her card in the card reader if the two lights are switched
off. If the access is allowed, the door is unblocked, the green
light is switched on, and the person has thirty seconds for
passing through the door. If the user passage is detected, the
log is updated (see below for the log), the door is blocked,
and the green light is switched off. If the user is not allowed
to pass the door, the red light is switched on for two seconds.

In this case study, it is assumed that users respect the
protocol (disciplined users). For example, users do not pass
their cards in the card reader if this one has a light switched
on. For various reasons (frauds detection, fire, incidents,
etc), it is required to memorize entrances and exits in/from
buildings, in order to know users in a building at a precise
moment (present or past). Before detailing the whole spec-
ification, we notice that access has two different meanings.
It can refer to an entrance or an exit, or it can represent the
physical place where users go in and out of buildings.

3.2 CASL Data Types

The needed data types for the case study specification
are described. We distinguish several basic sorts, and other
more complex built from the basic ones. The data types
dependence graph is reported in Figure 2. Some examples

extracted from the full specification are given to illustrate
the informal explanations.

T-Nal Item
Instant Person Building Set[ltem]

> Group]

J

State_Card | | [Direction_Access |

r T N — ]
[Management_Card] [The_Accesses | [Entrances_Log ] Log [Access_Group_Building |

Control_System

Figure 2. Data types dependence graph

The sort Nat represents natural numbers. The sort 1t em
is useful to define generic sets: Set [ I teni . The sort I n-
st ant indicates entrance and exit moments, delays, and the
time passing. It is based on the sort Nat .

spec | NSTANT = NAT with
sort Nat |-> Instant,

ops
0 |->initial.dnstant,
s _|->inc _,
- _——|->dec - _
end

The sorts Per son and Car d identify respectively users
and access cards. A card has three possible states
(St at e_Car d): in circulation, robed or lost. The sort Di -
recti on_Access fixes the direction of the access. The sort
Bui | di ng identifies precisely buildings. Groups of people
(G oup) are modelled by instantiation of generic sets with
the sort Person. The sort Set G oup is declared in the
same way as the sort Gr oup detailed below.

spec GROUP =
SET[ PERSON
fit
sort Item|-> Person,
pred eqitem __ __ |-> eqperson __ __]
with
sort Set[Person] |-> G oup,
ops
enpty._set |-> enpty._group,
insertitem_ __|->insert_person __ _,
preds
eqset . _ |-> eqggroup — _,
is_set_enpty __ |-> is_groupenpty _,
isinset __ __|->isdngroup - _

end

Now, more complex data types are defined. They are ob-
tained by instantiation of generic sets with suitable tuples.
The sort Access_G oup_Bui | di ng binds to each building
groups of people allowed to access it. To build this sort,
a data type is locally defined in the specification. It corre-
sponds to a record made of a building and a set of groups.
This local definition is justified because it is very specific
to the current system, and its reuse is so restricted. Then,
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the sort Set is instantiated with entities of this type. This
construction approach is also chosen for the following sorts.

The sort Ent r ances _Log contains people recorded in a
building at the present instant. The sort Log corresponds
to a set of tuples constituted of a person, a building, an in-
stant of entrance, and an instant of exit. Managenent Card
binds to each card its owner, and its state.

The sort The_Accesses describes the set of accesses
managed by the system. Each access is made of an iden-
tifier (a natural number), a building, and a direction. An
operation provides the building for a given access identifier.
Two predicates indicate if an access is an entrance or an
exit.

spec THE_ACCESSES =
SET [ NAT and BUI LDI NG and DI RECTI ONLACCESS t hen
generated type TupleldBDA ::= - __ _

( thedd __: Nat;
thebuilding - : Building;
thedirection __: Direction.Access )
with
sort Set[ Tupl el BDA] |-> The_Accesses,
ops
enpty.set |-> enpty._access.set,
additem __ __ |-> add.access __ _,
insertitem_ _ |->insert_access . _
then
op

buildingof.id __ __:
Nat * The_Accesses ->? Buil ding;
preds
isentrance.access __ __ : Nat * The_Accesses;
isexit_access __ __: Nat * The_Accesses;

end

The last sort Cont r ol _Syst emgathers the previous five
sets in a single structure. This one could perform tests to de-
liver buildings access authorizations. Two predicates, one
for entrances and another for exits, achieve these verifica-
tions for a given card and a given access identifier. Several
operations are useful to update the logs for each real pas-
sage. For instance, r enove_an_entrance_cs removes a
record from the entrances log for a given person. This op-
eration is useful when a user leaves a building.

spec CONTROL_SYSTEM =
ACCESS_GROUP_BUI LDI NG and MANAGEMENT.CARD and
ENTRANCES_LOG and LOG and THE_ACCESSES t hen
generated type Control System ::= system __ __ __ __ __
( the.al | oned_accesses __ : Access_G oup_Buil di ng;
t he_.managenent _of cards __ : Managenent _Card;
t he_l og-of _entrances __ : Entrances._Log;
thelog - : Log;
the_accesses __:
preds
aut hori zati on.of _entrance __ __ __ :
Card * Nat * Control System
aut hori zationof exit - __ __:
Card * Nat * Control System

The_Accesses )

ops
renove._an.entrancecs . _ :
Person * Control _System -> Control _System

All the behavioural aspects can now be specified thanks
to the CCS formalism with value passing expressed by

CASL terms. We detail this second part of the specifica-
tion in the next subsection.

3.3 CCS Agents

We present successively all the necessary processes for
the modelling of the dynamic part of the access control sys-
tem. The handling of CASL terms by CCS agents is of
major interest.

A door is either blocked or locked.

Door; %/
ubl kDoor ;. bl kDoor ;. Door ;

+ ockDoor ;. r el easeDoor ;. Door ;

A sensor of passage indicates to its controller if a user
passes the access.

d -
Door Sensor ; </ passDoor;. Door Sensor ;

A card reader synchronizes itself with a user when (s)he
passes his/her card. Either the card is identified, or it is not
recognized. In the first case, the card reader synchronizes
with the user, and after with its controller. The card identi-
fier is sent to the controller so that it tests if the card owner
is allowed to pass the access. After this test, the card reader
switches on the green light for an authorization, and the red
one otherwise. If the card is not identified, the red light is
switched on. Similarly, if the controller decides to lock the

access, the red light is switched on until the release.

CardReader ; “f

passCardVval i d;(c: Card) . alertCtlrCardValid;(c).
( switchOnGnLt ;. swi t chOf f GiLt ;. Car dReader ;
swi t chOnRdLt ;. swi t chOf f RdLt ;. Car dReader ; )

The agent Ti mer has two possible behaviours. Firstly,
it can receive a message from the controller indicating a
waiting time to be simulated. Consequently, the auxiliary
process Ti ner A performs the delay. Secondly, it can com-
municate with the clock. Then, the clock synchronizes with
every timer, at each incrementation of the clock, in order
to decrease the waiting time of the timers which simulate a
delay (see the explanations of the agent C ock in the fol-
lowing).
Tinmer; %/
wait;(t:Instant). Ti mer A;(t)
+ i ncd ock. Ti mer ;

The process Ti ner A has a parameter which corresponds
to the remaining waiting time. It provides three possible
behaviours. Firstly, when the time is not entirely elapsed,
it calls itself recursively, and decrement the number of re-
maining time units. Secondly, the delay is finished, and the
controller is informed. Thirdly, an event to stop the delay
is received from the controller. This last possibility occurs
only in the case of thirty seconds waiting: the interruption is
possible only if the user passes the door before the timeout
of thirty seconds. In the two last cases, the process Ti mer
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is called in order to offer the possibility to perform a new
delay asked by the controller. In the following, we choose
to write CASL terms with the infix notation.

TimerA;(t:Instant) =
if (egdinstant t initial.nstant)
then incd ock. Ti ner A;(dec t 1)
+ if (t <= initialdnstant) then isFinished;. Ti ner;

+ st opWai ting;. Ti mer;

The agent User has as parameter the card to pass in the
card reader. This parameter is bound to the action every
time the card is correctly passed and well recognized by a
card reader. This agent is not useful to specify the system,
but it introduces actions on which users and the system in-
teract.

User (c: Card) “f

passCardValid;(c). User (c)
+ passCardNovalid;. User (c)

The clock has two possible behaviours. First of all, it
can increment the current time. In this case, it synchronizes
with every timer, to decrement them, via an auxiliary agent
Cl ockAux. The other behaviour of this process is to com-
municate the current moment to the tester so that the tester
completes the logs after a passage. Indeed, it is the agent
Test er which possesses the CASL sort Cont r ol _Syst em
described previously. The agent d ock has as parameter the
current time represented by an instant, the number of timers
of the system (i.e. the access number), and the number of
timers already warned of the current time incrementation.

O ock(t:Instant, nbt:Nat, nbat:Nat) %

incClock. O ockAux(inc t, nbt, nbat-1)
+ giveHour(t). Cl ock(t, nbt, nbat)

The auxiliary agent O ockAux proposed as many syn-
chronizations as there are timers. When each timer has been
informed, the agent Cl ock is called. At any time, this agent
can synchronize itself with the tester if this one needs the
current moment to complete one of the logs.

The repetition of the synchronization on the action i n-
cClLock is due to the lack of multi-way synchronization in
CCS (only binary one). This is a choice in the CCS de-
sign. Furthermore, we assume that all these synchroniza-
tions execute themselves between two units of logical time
to preserve the specification consistency. These hypotheses
are non formal, then that could lead to inconsistencies. This
drawback is due to the lack of real-time constraints possi-
bilities. A solution would be using a version of timed CCS
[17] in order to express the possible temporal aspects in a
formal way. This is one of the main direction for future

works.

Cl ockAux(t:Instant, nbt:Nat, nbat: Nat) def

(if (nbt <= 1) then incClock. C ock(t, nbt, nbt)
+ if not (nbt <= 1)
then incClock. Ol ockAux(t, nbt,

nbat-1) )
+ giveHour(t). O ock(t, nbt, nbat)

The tester has as parameter the data type Con-
trol _System It contains all the informations to perform
the passage authorization tests. This agent receives the re-
quests of the controller by the action t est to which is
joined the user card and the access identifier. The CASL
predicates are used to manage the tests. After, the tester ex-
ecutes an action representing a positive or negative answer.
In case of accepted accesses, logs are updated. Four cases
are possible according to the access direction and the test
result. We detail only one possible case below: entrance ac-
cess with positive answer. In this situation, the tester gets
the current moment thanks to the clock, and completes the

entrances log with this new access.
Test er (syst: Control System def
test(c:Card, i:Nat).
(
if ( is-entrance_access i (the.accesses syst) /\
aut hori zati on_of _entrance c i syst )
then canPass;. gi veHour (t: I nstant).
Test er (add_entrance_cs (person_havingcard c
(t he_managenent _of cards syst))
(buildingof.id i (theaccesses syst)) t syst)

+ ...

The controller receives an event from the card reader
which states the passage of a card. If the card is valid (well
recognized), the controller asks to the Test er agent if the
owner of this card is allowed to pass.

If the user can pass the access, the door is unblocked, and
the green light is switched on. A waiting of thirty seconds
starts. It is stopped either by the passage detection of a per-
son by the sensor, or because the thirty seconds are elapsed.
In the two cases, the green light is switched off and the door
is blocked.

If the tester indicates that the user is not allowed to pass
the door, the red light is switched on during two seconds.
Similarly, if the passage in the card reader of a card is not
valid, the red light is switched on during two seconds. The
controller can also lock the door. In this situation, the red
light is switched on. The access will be available only after
the release.

def

Controller; =
alertCtlrCardvalid;(c: Card). test(c,i).

canPass;. ublkDoor;. switchOnGnLt;. wait; (thirtySec).

We remind on Figure 3 the complementary actions on
which agents synchronize themselves. The aim of this fig-
ure is just to indicate these interactions, and not to show an-
other informations (e.g.: call of an agent by another, param-
eters of processes). Boxes represent agents, and the links
between boxes correspond to communicating actions. Some
writing simplifications are achieved to clarify the diagram.
For instance, all the communications between the controller
and the card reader are not detailed. Furthermore, the clock
and the auxiliary clock are gathered in a single box because
these agents communicate with the same actions.
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DoorSensor Door Person

oo dblkDoor releaseDoor pasCadvaid pessCaraNovaid
bikDpor | | lockDoor
Bkopor | | L
‘dbikDoor I [;0“'
TeleaseDo0r
passDoor passCardvalid passCardNoValid
lest = AertCHirc:
canPass. canPass alertCtirCardValid.
Tester Controller STORGHLE. CardReader
cannotPass cannotPass 4
giveHour .

SopWaiting

Gverow stopWaiting
Timer [N
Clock ieFmied g
& — TimerA
ClockAux

Figure 3. Synchronizations between agents

From the previous declaration of agents, real systems
could be specified, depending on the number of buildings,
accesses (entrances and exits), and users. Parallel com-
position and restriction operators are sufficient to repre-
sent possible complete system. Parameters are written with
CASL terms. Internal communications (not observable by
the outer environment) are described by inserting the con-
cerned actions in the restriction set.

system “F

(Door1|Door2|DoorSensor1| |User(card (s O))|

Ti mer ¢ ‘ Timero | Clock (initial.nstant)
Tester (system (add.access (building (id (s 0) ...

\{ bl kDoor 1, bl kDoorgz, ublkDoory, ... }

Now, we focus on tools which can be used to partially
verify specifications written in our language.

3.4 \erification Aspects

Different tools may be used for our formalism. Firstly,
we focus on the CASL checking part, particularly with
CATS, the CASL tool set. Then, we discuss the CWB-NC
model-checker concerning the dynamic part, restricted to
the basic CCS operators. We do not have yet any tools suit-
able to the whole specification.

CATS. This tool set! is made of several parts: parsing
of full CASL syntax, static analysis of full CASL, mixfix
analysis, several types of encodings, interfacing with exist-
ing theorem provers or rewriting tools, and LaTeX format-
ting. In a general way, all the tools suitable to CASL could
be used on this part of the specification, due to its indepen-
dence from the other one (CCS agents).

Concerning the access control specification, we mainly
use the HOL-CASL parser (version 0.4) [18] to perform
parsing, static checking and mixfix analysis. The HOL-
CASL enables us to find several syntactic errors, and to par-
tially validate the specification.

Lhitp://www.tzi.de/cofi/Tools/CATS.html

CWAB-NC. The CWB-NC? [5] is an automatic verifica-
tion tool: the Concurrency WorkBench of the New Cen-
tury. It provides users with a number of different techniques
for specifying and verifying finite-state concurrent systems.
The tool combines support for several different system-
design notations with decision procedures for a number of
refinement relations and for determining if systems satisfy
temporal formulas.

First of all, we translate our specification into the CCS
input language of the CWB-NC tool. This implies a syn-
tactic and semantic restriction. Concerning the syntax, we
remove the value passing of the extended CCS, and the con-
ditional structure if _ then _. Moreover, we respect the pre-
cise syntax of the tool detailed in [5]. About the semantics,
we do not take into account the added rules, i.e. the rules
describing the behaviour of the CCS operator with algebraic
terms. The other inference rules are the same as the ones in
CWB-NC.

We use this model checker on the previous access control
specification to perform several verification steps: simula-
tion, deadlock checking, and proofs of temporal properties
(especially safety and liveness ones) written with the mu-
calculus and the CTL operators. The model-checker en-
ables us to verify that the dynamic part of the system reacts
correctly.

4 Conclusion and Future Works

In this paper, we have focused on the design of a lan-
guage which combines the CCS process algebra with the
CASL algebraic specification formalism. We have dis-
cussed the underlying formal concepts of this language, and
have introduced its syntax and its global operational seman-
tics. A real size case study was specified with our formal-
ism. This specification is made of 19 CASL sorts (about
800 lines) and 10 CCS agents (about 150 lines). Existing
tools are ever usable to perform partial verification.

Concerning future works, firstly it seems interesting for
the specifier to be free to choose his/her preferred specifica-
tion languages. Indeed, (s)he could prefer a formalism for
different reasons: suitability with reference to the problem,
existence of development tools, expertise of the specifier. A
possible track is to generalize this work to a generic combi-
nation in order to satisfy this motivation, and then not stay-
ing in a combination case restricted to two fixed languages.
Different attempts in this direction are reported in [21, 22].

Another interesting direction corresponds to the further
development of the verification aspects. Particularly, we
aim at embedding our proposal into languages underlying
higher-order logic tools like PVS [12] or Isabelle/HOL [19]
to make proofs on the global specification, and not only on
independent parts.

http://www.cs.sunysh.edu/~ cwb/
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The final idea is the extension of the behaviour part to
timed CCS [17], so that timed properties could be modelled
in a formal and homogeneous manner. Another attempt
would be to replace CCS with a timed version of CSP [24]
to make the use of multi-way synchronization (and other
expressive operators) and of real-time features possible.
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